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Acronyms and Definition of Terms

1. Customer — refers to any individual, group or organization both public and
private who avail of the DOST-ITDI services.

2. Data Privacy Act (DPA) - Republic Act No. 10173, also known as the Data
Privacy Act is a law that seeks to protect all forms of personal information,
be it private, personal, or sensitive.

3. Data Subject - refers to an individual whose personal, sensitive personal or
privileged information is processed by the organization.

4. FOI - Freedom of Information Bill

2. Personal Information — refers to any information whether recorded in a
material form or not, from which the identity of an individual is apparent or
can be reasonably and directly ascertained by the entity holding the
information, or when put together with other information would directly and
certainly identify an individual.

6. Processing — refers to any operation or any set of operations performed
upon personal information including, but not limited to, the collection,
recording, organization, storage, updating or modification, retrieval,
consultation, use, consolidation, blocking, erasure or destruction of data.

7. Stakeholders — refers to the collaborative pariners of the DOST-ITDI in
conducting R&D projects and implementing R&D outputs
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Introduction

Republic Act No. 10173, also known as the Data Privacy Act (DPA) of 2012
took effect on September 8, 2016 mandating all organizations, both public and
private, to protect all forms of information, be it private, personal, or sensitive. This
act serves as precaution nowadays that digital information is handy, easy to
duplicate and disseminate. Organizations will be held accountable on the data
protection of the personal information of their employees as well as the customer
records under their custody. Unauthorized processing, negligent handling, or
improper disposal of personal information is punishable by law with imprisonment
and financial charges, depending on the nature and degree of violation.

Fursuant to the mandate of the National Privacy Commission (NPC) to
administer and implement the DPA of 2012, the NPC reiterates the law through the
following Advisory and Memorandum Circular (MC):

* NPC Advisory No. 2017 - 01 — Designation of Data Protection Officers

(DPQ)

* NPC Circular No. 2018-01, Sec. 4(a) — Security of Personal Data in
Government Agencies

* NPC Circular MNo. 1602 - Data sharing Agreements Involving
Government Agencies

» NPC Circular No. 16-03 — Personal Data Breach Management
» NPC Circular No. 16-04 — Rules of Procedure

In compliance with the DPA of 2012, the DOST- Industrial Technology
Development Institute (DOST-ITDI) created a committee who will closely monitor the
implementation of the DPA law. The DOST-ITDI also created this Data Privacy
Manual ("Manual”) to ensure that the personal information of employees and
customers are processed and maintained with utmost respect and confidentiality. It
2ims fo pretect the individual's personal information against misuse and
unauthorized dissemination. This Manual also gives legal rights to individuals who
have entrusted their personal information to the DOSTITDN It comtaine anlicine and
guidelines in processing, maintaining and accessing personal data of the DOST-ITDI
rmployeee a0 il oo the data callnctad fam tha customers. All personal data being
collected and processed are for official and lagitimate numnase anly

Scope
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The policies and guidelines in this Manual apply to all the DOST-ITDI employees
including current and previous regular, contractual and job order status of
employment; job applicants; and customers. The DPA, however, explicitly states in
=ection 4 - Scope that its provisions are not applicable in the following cases, to wit:

(a) Information about any individual who is or was an officer or employee of a

govemnment institution that relates to the position or functions of the individual,
including:

(1) The fact that the individual is or was an officer or employee of the
govermnment institution;
(2) The title, business address and office telephone number of the individual:

(3) The classification, salary range and responsibilities of the position held by
the individual; and

(4) The name of the individual on a document prepared by the individual in the
course of employment with the government;

(b) Information about an individual who is or was performing service under contract
for a government institution that relates to the services performed, including the
terms of the contract, and the name of the individual given in the course of the
performance of those services;

(c) Information relating to any discretionary benefit of a financial nature such as the
granting of a license or permit given by the government to an individual, including
the name of the individual and the exact nature of the benefit;

(d) Personal information processed for journalistic, artistic, literary or research
purposes,
(e) Information necessary in order to camry out the functions of public authority...

The scope of the policy includes data held in any format or medium.
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Processing of Personal Data

Data subjects must be informed that their personal data is or will be collected
and processed. They have the right to access their own personal data; correct any
inaccuracy and error in their personal data: right to suspend or block: and destruct
their personal data; provided that it is outside the retention period policy of the DOST-
ITDI.

A. Data Collection

The DOST-ITDI collects personal information from its applicants,
employees and customers. Collection of the DOST-ITDI employee's profile
starts in the submission of documents during the application for vacant position.
In availing the technical services, the DOST-ITDI collects personal information

from customers. Refer to Annex A — The DOST-ITDI Forms that Collect
Personal Information

B. Use of Data

The DOST-ITDI collects information from its employee for profiling
purposes. Employee profile is use to manage the DOST-ITDI Human

Resources, process employee’s payroll and benefits and for future references.
Information collected from customer will be used for MOA, MOU, identification
of request for technical services, use of facilities and request for training.

C. Storage and Retention of Data
Document Format / Retention Period
Medium
The DOST-ITDI Hard and soft The DOST-ITDI follows
employea's record copies the guidelines provided
201 files by the National Archives
PMISD Project Hard and soft of the Philippines and the
Monitoring Files copies retention period stated in
NMD, STD and TSD | Hard and soft the DOST-ITDI ISO
Customer Profile copies 9001:2015 and ISONEC
17025 Policy Manual
D. Disposal of Data

Data shall be disposed after the retention period (employees no longer
connected with the DOST-ITDI through retirement, resignation or dismissal:
unaccepted job applicants; end of MOA or MOU with customers; and TSR Form
and Technical Service Report). Refer to Annex J — Retention and Disposal
Procedure of ITDI Documents.
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Security Measures

To maintain the security of personal information of employees and customers,
the DOST-ITDI established reasonable procedures, created policies and formed FOI
and DPA Commitiees to protect personal information from loss, misuse,
modification, unauthorized access, disclosure, alteration, or destruction. Personal
information will be kept within retention or necessary period and will destroy or
permanently de-identify personal information. The DOST-ITDI Data Privacy Manual
will be reviewed and evaluated annually or as the need arises to update procedures,
policies, including committees and to maintain its security and integrity.

Refer to Annex B - Summary of the DOST-ITDI Documents which Contains
Personal Information

Refer to Annex C - FOI and DFA Harmonized steps in disclosing the DOST-
ITDI Documents

Refer to Annex D - FOI and DPA Commitiee and lts Responsibilities Service
Order (S0)

Refer to Annex E - FOI and DFA Memo Releases

Refer to Annex F - Privacy Impact Assessment (PIA) Output

Refer to Annex G - The DOST-ITDI Quarterly and Yearly Summary Log of Data
Processing Activities

Refer to Annex H - The DOST-ITDI Quarterly and Yearly Summary of FOI
Disclosure of Documents

Refer to Annex | - Non-Disclosure Agreement of Employees Who Process and
Access Personal Data

Refer to Annex J - Retention and Disposal Procedure of ITD! Documents
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Data Breach Prevention

The DOST-ITDI collects, processes, shares, and maintains personal data from
employees and customers' profile. Such data shall be protected from incidents either
accidentally or deliberately to avoid data breach and information leakage. In the
event of data breach and security incidents, the DOST-ITDI have Data Breach
Response Team who shall investigate the incidents. See Annex K — Data Breach
Response Team. In the occurrence of breach and security incidents, the DOST-ITDI
shall review Privacy Impact Assessment (P1A) and re-conduct PIA to identify risks in
the system. In the case of data loss, the DOST-ITDI has a procedure for recovery

and restoration of data. Each data breach incident shall be thoroughly and properly
documented.

Inquiries and Complaints

Data subjects have the right to request for their personal information generated
from the DOST-ITDI data collection process as well as the right to know the policies
and security measures of the DOST-ITDI in handling their personal data. Data
subjects may also complain if there is a violation of DPA against their right THE
DOST-ITDI shall review, document and investigate every complaint that an individual
or an organization may file. See Annex L — DPA Inquiries and Complaints Form and
Annex M - Process Flow of Filing Inquiries and Complaints.

Effectivit

The policies and guidelines outlined in this DOST-ITDI Data Privacy Manual
shall take effect immediately upon approval and shall remain in full force and effect
until revoked by the undersigned and/or competent authority.

MMEMME& PhD.

Director P F_
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FORM Il: APPLICANT'S DATA SHEET

mmnmnm#hMWWMﬂmM
in the kast five [5) years, in the order indicated below. You may use additional sheets, if necessary).

CANDIDATE:

PRESENT POSITION: ITEM NO
SECTION: DIVISION:
POSITION APPLIED FOR: i ITEM NO
SECTION: DIVISION:

Graduate Diploma:

Mastar's Degree:

[ Doctorate Degree:

2) INCOMPLETE DEGREES
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Course School Attended Total Units Inclusive
Units Eamed Dates
Required :
BS
MS
Ph.D.
3) DTHER INDICATORS
a. Top-notcher (Rank 1-10) Rank:
Board Exam Taken:
Inclusive Date(s):
b. Honor Graduste (e.g. Cum laude)
c. Additional degree(s) taken:
Course School Attended Inclusive
Dates
Master's Degree

TRAININGMWORKSHOP ATTENDED: (Pls. attach proof of attendance (certificales,
cerlificate of appearance, attendance sheet, etc.)

—

Title

Venue and Inclusive Dates Conducted by

afeafpal=
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SEMINAR/FORUM/CONVENTION/CONFERENCE ATTENDED: (Pls. attach proof
of attendance (certificates, cerlificate of appearance, attendance sheet, elc.)

Title Venue and Inclusive Dates

Conducted by:

&eo(ral

B. RELEVANT EXPERIENCE (For ITDI employees, pls. attach service record)

Position Company/Agency Section/Division

Inclusive Dates

af oo paf =

C. PERFORMANCE (last 5-year Satisfactory Outputs, attach supporting
documents, and use additional sheets if necessary)

1. Approved Project Proposals (not more than 5 authors)

Title of Project Year Project Involvement
Proposed Cost
({e.g., author, co-
author, or mentor *)
A. Regular Projects
1.
2.
3.
4.
5. o
~ For reguiar projects, supervisors will get credit points for mentoring research staff
Title of Project Year | Project Cost Involvement
Proposed ]
(e.g., author, co-
author)
Assisted Projects

ol wlra]=Ta]

2. Completed Research Projects

Titie of Project

(inclusive dates)

(%)
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A. As Project Leader
1.
[2
3 =
4,
g,
|1;_ As Project StafliMember
2
3
4,
5.

3. Research Outputs (Scientific / Technical Paper)

Title of Papar

Mame of Technical Journal Year

Publishad

__Indwidual _

2.

3.

Main Author

=

s-r!.m .-‘ g el

4. Technical Services

Output

Mumber

Test and Analyses (man-months)

 Method Validation

T

Certified Reference Material Production

| Capability Building of New Testing Services

| Formula of Conversion

Technical Test Procedure (man-months)
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il

Calibration / Measurement (man-maonths)

Label Design

Mutrition Facts Evaluation

Identification n of Plastic

Transport Packaging Test

Migration Tests

Film

Finished P

Packages :
Transmission/ Water Vapor Transmission Rate

Oxygen nissi
Environmental Technology Verification

Tast Plan Preparation
Test Plan Implementation

Cleaner Production

Audit

Hnmn!ﬁnhﬁPm;ml

ial Pr s (under CL, MOA, MOU, etc.)

Short Term (3 months & below)

Long Term (over 3 months)

5. Technology Diffusion and Transfer

Output

Mumber

EpeaI:H{mmngEutund u_g'b_ermmrlttﬂpiu}

Training

1. Lecture / Demonstrations

2. Training ﬂ[ggnimﬂ | Coordinated

3. Production of Training Modules
Technical Service Organized/ Coordinated/ Rendered

1. Use of facilities | Consul man-months)

2. BOP/Techno and IP Valuation

3. Feasibility

4. TLA/MOA_

ELEWHI

6. Technical Inql.iw

Social Marketing

1. Exhibit

Eﬁmﬂdma

3. Radio / TV Interview

4. Technology Fora/Consultative Maatn‘mwﬂh

Industry

6. 1SO (Process, Documentation, Internal Audit)

— Duration

Inclusive Dates

Process

“Documentation

Internal Audit
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. Other Performance Points
a. Awards and Honors Received (indicate title and rank)

Lavel Group ____Individual
Title & Rank Year Title & Rank Year
International | 1. 1.
2. 2.
< 3.
Mational 1. : 19
2. 2.
9 x : 3.
Department | 1. 1.
2. 2.
3. 3.
Agency 1. 1.
2. 2.
b B 3.
Division 1. 1.
2. 2,
3. 3.
b. Commercialized Technology
Technology Mature of Mame of Year
Commercialization Adopting Commercialized
Company
(e.g., licensing,
outright sale, or spin-
off)
c. Intellectual Property (IP)
Patent Mame of Technology Palentea(s) Year
Granted
Invention
| Utility Model
Industrial Design
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d. Special Assignments

Assignment Specifics Duration
{Inclusive
o ar Dates)
| 0IC Position & Unit
SDO Amount per Disbursement
Committees (Refer to List of
Committees) "
1. Chair MName of Committee(s)
2. Member Name of Committee(s)
Others Describe Details

*

8. For Administrative Division, Finance Management Division, Planning and
Management Information Services Division, and units/non-technical R&D
personnel such as Science Aide, Science Research Assistant, and
Technicians whose work volumes are primarily determined by outside sources
like clients, superiors, etc., submit accomplishment reports, copy of IPCR, and
other supporting documents.
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STD Customer Information Sheet

a3

STANDARDS AND
_ TESTING DIVISION

! GP4.4-01-F01 |
i Page 1 of 1 ]

CUSTOMER INFORMATION SHEET

| Revision Mo.: 0
| 22 February 2016

BACK PAGE

Sample
Description
{Requinad)

TEST REQUEST DETAILS

Date and Time
Collected!
Manufactured/

| Packaged
Quantity of

Sample

{Required)

Testl(s) Reguestad
(Required)

Purpose of Test
(Required)

Other relavant
infarmation about
the samples/

special instructions

- W R mar Lo

Prefermed Mode of
Releasa of Test

Report
(Required)

[ ] Pick-up

Email Transmittal

[ ]Couriar

e S

Fax Transmittal

If Courier, address to:

To be filled up by the Validator

TSR Ma.

Date Validated

mem

Validator's Name and Signalure

Report Due Date |




mwhﬂiﬂﬂuﬂmmw

Contact Mo, ([0Z837-2071 loc. 2188, 2188 (Receiving and Relensing Lini)

loc. 2108 (Office of the Chisf); sidiitdl dost.gov.gh
Tachniecal Service Requast

GP 4401:F 13

By Gl | 20 Gogp 20

2. DESCRIFTION OF SAMPLE

1. REMARKS

|’uﬂ. NO.: ~ |AMOUNT RECEVED: Discount Detais(f apphcabia) Vabdty,
DATE: 1D Presanied: 10 Mo

DLUE OM:
MODE OF RELEASE:

|l1!_ﬁuhnldﬁul|n:

Inmn:um: SSED WITH CUSTOMER

More parymnent of this Technical Bervice Request shall be considered cancelied on the dus dule ghves, "0 PAY NO TEST- policy, The Customar reat and

undarsiond the “TERMS AND CONDITEONS™, ot the back of tis page.

Anturn sample nfior bealing: YES [/ | NO[ ]

1 hawwee ihe detalls thiy Termes and sinbed im thsis

CONFORME: Sampile’s Recetved by Sampia’s Reviewed by
Cesinmaniuthorized alidaior ; LaboraloryiSection Head (or Doputy)

This Farm has n BACK PAGE

=T



NML'S COPY

TEQUEST FORM

L = | 2

Narionss. MernoLoay LAsoRaTony o &
- N | oF THE PHiLiPPINES , i o T
Pravidieg lareraaniensl Traceabilivy io &L im thar : Drate:
—l Section Validated by Encoded by | Released by || TSR No.
= i
— 1. Mama of Reguesting Individual Institution . Type of Indusiry

Product [Servica Ling
2. Address 5. Requiesting Officisl {ugnatus over freled hsms)

Poxitian
&, Sample brought by (sgrates over pinted nema))
¥ oevees frovm Reguesfing Deficlar

Contact No.
= 3. Purpasa of Tachnical Service Reguest

IMPORTANT NOTICE TO THE CUSTOMER

Samples submitted for calibration and thelr Certificate of Calbration will be relessed ondy:
= 1o thed perscn who brought the sampls othensise authorization is requires
= upon presentstion of griginsly (not photocoples) of Csiomer's copy (preen copy) of the Technical Sendoes Reguast Farm (F3.8.1 v3)
bearing the particulars of payment made, Cusfomers copy of the Conirol Pass for Customers Property (F5.8.3) verlfied and signed by
ITOFs Guard-On-Duty, 8nd 3 valid identificaion,

A duly potarired Affdawit of Loss must be presented if apy of the above forms is lest
7. Equipment/Sample Description [MUST include refevant information such as mamufsciurer, model, serial 85, quartity, eie., wherewer applicable]

Payment Particulars (in PhE):

Service Fes

Surcharge
Amount Due

Amount Paid
Balance

Date of Fayment
Official Receipt No.

Type af Sarvica: [ ) On Site { ) Base Laboratory

B Task Assigned to |peisd name anc. scten)

= €, Toak Assigned by (ugashes over primed nama) Date

Nassnal Matrlogy Labcratory, Industral Technology Developrent Insitaie, DOST Cpe, Gen. Santas Avs. icutan, Taguig City, MM, 1631

x Phone: (12) 8372071 wad 238 Fax: (02) 8372071 ext 2272 Email: nmiphiiBdest.gov.ph | infoffeml gov.ph ‘Wetssite: werw nmlgov oh




INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE

TECHNOLOGICAL SERVICES DIVISION
DOST COMPOUND, BICUTAN, TAGUIG CITY

Tl New. E37-7071 to Lncal 7770/7259
Telefax Na. E37-85E
E-mail address: tai trainingSitd dust goiph
TRAINING RESERVATION FORM
ManE
MICHAAME
COMPANT
Conmrany Anparss
Comarany TEL [Fax No MIORILE MO
HomE ADDRESS 2
EDUCATIONAL ATTAINMENT
mm E-ManiL ADD.
TITLE OF TRAINING
DiaTe OF TG
PURPOSE OF ATTENDING  :
Registration Information:

& TRAMNG RESERVATIONS WILL BE OM A “FIRST-COME, FARST-SERVED BASIS".
¢ PARTIIPANTWILL BE CALLED FOR COMFIRALATION AND FULL PAYMENT SHOULD BE DOME THERIAFTIL
4 FULL PAYMENT MLIST BE MADE TCE

®  ANY LANDEANK BRAMNCH, DMNE WEEK BEFORE THE TRARSMNG DATE.

ACTOUST MAME: T TRAINING
ALODUNT NUMBER: 182-m0a8-63
BRAMCH: Lano BAME BICUTAN
o CFFCIAL RECEIFT WILL BE 1SSUED LIPON REGISTRATION 08 THE 17 DAY OF TRAINING
= [TDl Cassmer

o DFFCIAL RECESFT WALL BE ESUED LPOM PATMENT
@ VALK PARTICIPANT IS HOT ALLOWED DURING TRAINING.
&  TRAINING FEE COVERS EXPENSES FOR SUPPLIES AND MATERIALS, USE OF FACILITEES, MEALS, HAND-OUTS AND
CERTHFICATES.
@ CERTIFICATES WiLL BE GIVEN TO THE PARTICIFANTS.
@ ITD RESERVES THE RICHT TO CANCEL ANY OF ITS TRAINING PROGRAMS D4R TO UNFORESEEN CRCUMSTANCES,



Republic of the Philippines
Department of Science and Technalogy
INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE

DOST Compound, Gen, Sanics Ave., Bicubsn, Taguig City, Metro Manila
Tel. Mos, B37-2071 to 82; Telofax Noa. B37-3167: E3T-6150

hifp:fhwewrey i dost. gov.ph

MOACL Rel. Mo.:
LETTER OF REQUEST FOR TECHNICAL SERVICES

Dr. ANNABELLE V. BRIONES
Office of the Director

Madam:

| would like to request for ITDI technical service/s (pls. specifyidescribe)

A. CUSTOMER DATA

o b filled up by the requesting party)

Mame/Company/School:

Classification: ( ) Govemment ( )Private ( )Academe ( )Others, specily

Indiustry: : , Sub-sacior:

Mature of Business: Year started:

Requesting Party Designation:

OfficefSchool Address:

Plant Address (if any):

Tithe of Thesis (if applicable): Course: Level:

Tel. No.: Fax MNo.: Mobile Mo.:

Website: Email Address:

Printed Namea & Signature of Customer: Daie of Requast:
Mobes:
1. Fill up this form for every request for Technical Servica with Conforme Latier (CL)

or Memorandum of Agresment (MOA) Form: ITDIFA
2. Fill up applicable data for walk in / telephons | intemet inquitkes. lemue: Mo, 2011



Republic of the

Department of Science and Technology —
INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE "'"“"'
DOST Cpall., General Santos Ave., Bleutsn, Tagulg City
Tel. Mos. : B37-2071 to 82 (DOST Trenkdines) Telefax Nos 837-3167 b
hittp/fwww itdi dost gov.ph -

FOI REQUEST FORM (Customer Copy)
Date: Request Reference No.:
Name: Contact No.:
Address:
ID Presented: ID No.:
Document Requested:
Purpose:
Received by:

FOI Receiving Officer
FOI REQUEST FORM (ITDI Copy)

Date: Request Reference No.:
Mame: Contact No.:
Address:
ID Presented: ID Mo.:
Document Requested:
Purpose:
For FOI Receiving Officer Only
Type of Document:
Mode of Request:
Request Forwarded to:
Remarks:
Received by

‘ FOI Receiving Officer



Republic of the Philippines
Departrmant of Sceence and Technolagy
INDUSTRIAL TECHNOLODGY DEVELOPMENT INSTITUTE
DOST Compounil., General Santos Awe., Bicutan, Tagulg City
Tel Mo : E37-2071 to 82; Telefax Mo 837-3167; R37-6150
bt/ o itdlldost. gov. pih

REQUEST FOR TECHNICAL SERVICES
{with standardized foas)

Address and Tolapnons Mo,
eguesiing Oshicial, nama in prini:

Dinsignation: Signajure:
Sempie brought by Signaturne:
{sample:
Cescripliorr (Exclutde Bweso nol ovident on sample submied) [REMARKS
I Pring Mnrks:
Cuaniity;
{Other zuppliesimalorislalchamicals submitiod:
Dinrripton Cunriity

[Customor Profile: [ ) Gowernement [ ] NGO | } Acadoma
{ ) Privalo bifr [ } Privals Sendics Company

{ )indhddunl | )Othars (specily)
of roguosing servon: P

biock to bo filled wp by (TDI Dfficaal Feanipt No. Cato
Amounl Dus Armount Paid
FeasiCharpes:

Job assignad oo (Fla. List down rames of all porscnmal)

i-!:- Activity Leadar - Dao reoeived:
Miolps; 1. To be mecomplishnd in 4 caples |1-Cashbir, T-Cotlemer. Foomr TTON-F2
CUSTCRMER'S COPY must b presemimdin clarmeng recoftsiwgtihc: wi T Bisa i fsmec Wow. 012

Cimformor faticfacton Surnvey Farm {OMS-F2]
2. Plank favma Sy b rdcrochuoed by e cusioenes



ANNEX B — Summary of ITDI Documents
which Contains Personal Information

||



A. Technical Services Documents

Technical Servicas

may include customer’s details and requested information /

# DOCUMENT DETAILS REQUIRED SECURITY/
RISK ON DISCLOSING
L ____TOPUBLIC
1 | Training programs Summary of conducted trainings, which may include - Contains customer’s
conducted customer's details and requested information / technology personal information
# Direct clients
» Regional clients
2 | Trainings Summary of conducted trainings and list of participants, which | - Contains customer's
may include customer's details and requested information / personal information
technology
3 | Technical Assistance / | Summary of conducted technical services activities, which - Contains customer's

personal information

addresses

Rendered technology and Technical Services Report - Customers Technical
Services report
4 | List of Adopters - Names of technology takers with their complete addresses/ - Contains customer's
info pertinent to their business operations personal information
5 | Training (by regional Summary of conducted trainings, which may include - Contains customer's
assignments) customer's details and requested information / technology personal information
B | List of walk-in clients Walk-in inquiries, that includes their contact details and - Contains customer's

personal information

il



B. Budget and Finance Documents

# DOCUMENT DETAILS REQUIRED SECURITY/
RISK ON DISCLOSING TO PUBLIC
1 | Budget Proposal BP Forms A to 400-A - BP 205 may contains list of retirees
3 and their personal profile
2 | Budget Accountability SAOB, Financial Performance - Contains customer’s personal
Reports information
3 | Payroll ITDI Employee’s payroll both contractual and - Contains employee’s personal
regular profile and bank account no.

C. Research and Development Documents

# DOCUMENT DETAILS REQUIRED SECURITY/
= Al RISK ON DISCLOSING TO PUBLIC
1 | Project Proposal Detailed project proposal document including its | - Contains personal information of
2 | Project Monitoring | R&D staff, MOA / MOU if there is partnership with employees and external
Documents specific external stakeholders stakeholders
D. Administrative Documents
# DOCUMENT DETAILS REQUIRED SECURITY/
- RISK ON DISCLOSING TO PUBLIC
1 | Applicant’s Data Sheet | HR Form that contains applicant Information - Contains personal information of
including personal, community engagements, employees and external
educational and employment background stakeholders (Unselected
[ L - applicants)
2 | Personal Data Sheet CSC Forms that contains updated record of - Contains personal information of
regular employees employees o
3 | Payroll Contains employee’s monthly compensatory - Contains employee's financial

benefits

eamings and bank account no.




ANNEX C - FOIl and DPA Harmonized
Protocol in Disclosing ITDI Documents
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FOI and DPA Harmonized Protocol in Disclosing ITDI Documents

PROCESS

Fill out and submit
Request Form

X

Review and record Request

Forward Request Form to
. designated information

guardian/keeper

1

Evaluate Request

Request?

Inform Requesting
Party with
explanation of
declining the
request

Requesting Party

Request Recelving Officer

Reguest Recelving Officer

Document Guardian

Decision Maker / Data
Protection Office

Request Receiving Officer



ANNEX D - FOI and DPA Committee and
Its Responsibilities Service Order (SO)
Documents
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Zimbra jmbmanalo@itdi.dost.gov.ph

Re: INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE - NPC Registration

From : jmbmanalo@itdi.dost.gov.ph Mon, Jun 03, 2019 02:17 PM

Subject : Re: INDUSTRIAL TECHNOLOGY DEVELOPMENT

INSTITUTE - NPC Registration

To : NPC Compliance Support
<compliancesupport@privacy.gov.ph>

From: "NPC Compliance Support” <compliancesupport@privacy.gov.ph>
To: IMBMANALO@ITDI.DOST.GOV.PH

Sent: Thursday, May 30, 2019 3:11:37 PM

Subject: INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE - NPC
Registration

Dear Mr/ Ms. Manalo,

Thank you for complying with the DPO Registration requirement of the National Privacy
Commission.

We have received your submitted registration documents. However, you failed to include as

supporting documents the Appointment paper or Office Order of your DPO.

In this regard, you are advised to scan the said document and submit it via email to

dporegistration@privacy.gov.ph or reply to this message (send a scanned copy)

Your email should have the subject: Name of Orgenization_DPO.

Assisting you with your compliance and answering your questions are a top priority for us. If
you need immediate assistance, please contact us at:

Phone Number: (02)510-83-09 / 234-2228 loc. 118
Mobile Number: +639451534299 TNT
+639652863419 TM
Best regards,
Compliance and Monitoring Division

National Privacy Commission
Sth Floor, Delegation Building, PICC,
CCP Complex, Pasay City

This email and any fies rarsmitted with it are confidential and infended for ihe wse of the individual or entily to whom
fhey are addressed.  IF pow ave nolt the intended recipient, you are notified disiosing, copying, distributing or (aking any

051172019, 4:35 p



hitps:/liham. gov.ph/h/printmessage Pid=51064& tz=Asia Taipe

action in refiance on the contents of this information is strictly prohibited. Plaase notify the sender immediately by e-mad if
have received this c-rmall by mistake and delele this e-mall from pour systom. o -

05/11/2019, 4:35 po
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Rapublic of tha Philppinas
Dapariment of Sclencs and Technology
INDUSTRIAL TECHMNOLOGY DEVELOPMENT INSTITUTE
DIDET Compound, Ganeml Sanios Ave., Bicutan, Teguig Clly
Tl Mos.: BEIT-2071 o &2 (DOST Trunkines)
Telafax Mo.: AEIT-3167 / E37T-65150
wana lici dosl goviph

ITDI SPECIAL ORDER NO. _023
Series of 2021

SUBJECT: [TDI COMMITTEES
In the interest of the service, the following committees are hereby reconstituted.

Chairperson : Dr. Norberto G. Ambagan
Co-Chair - Dr. Zorayda V. Ang
Members : Maria Pritina A. Gamboa

v Head of the Organization Unit where vacancy exists.
7'd Lavel Rank & Fis Repressntstin AESE Representafive AESE Representative (Alternate)
15t Level Rank & File Regresantative AESE Representative AESE Representative (Alternate)
HR Representative : Sharra Taywan

Head of the Division where the vacancy exists:

Divizion Principal © Altermnate

ADM ChiefiOIC, ADM Meriita M. Regonda
CED ChieffOIC, CED Wilfredo A. Balais
EBD Chief, EBD Rochelle L. Retamar
FMD Chief, FMD Soledad S. Reyes
FPD ChiefiOIC, FPD Ma. Elsa M. Falco
MSD ChieffOIC, MSD Marianito T. Margarito
NMD ChieffOIC, NMD Paulo Sabino B. Lecnes
PMISD Chief, PMISD Jose Mari B. Manailo
PTD Chief, PTD Cynthia M. Bihis

STD *  Chief, STD Marion S.A. Aguinaido
TSD Chief, TSD Lucila M. Alconera

lnspised by Teeknology, Daiven by lnmovadion
Membershig:

mwwwm;m-mmwmlmmmme|
Asla Mano Forum {ANP] | Asis-Pachic Foot Anwlysis Nefwork (APFAN) [ Asis Peckeging Network (APN] | Asia PaciSc Legal Metrology Forum
Mlmﬂwﬁmﬂmlhﬂmeﬂmmlmmﬂﬂmml
irdarnational Asscciabion of Fackaging Fesssrch bl LAPRI)

). - Husny - }11:




Chairperson - Delia D. Gotis
Co-Chair . Margarita V. Atienza
Members:
ADM : Sharra Taywan/Ma. Ethel Orbita
FMD : Haidea Merza
CED : Wilfredo A. Balais/Christopher Bilbao/Divine Rhea Ceruma
EBD : John Paul Matthew Guzman/Maria Christine Latosa/
Joven BarceloMadelaine Ebarvia
FPD : Maria Clarissa Manabat/Christian Niamey U. Cortado/
Pete Maverick Nicole Estudillo
MSD : Carlo S. Emolga/Jozefina R. CeloricolJillian FrancescaTeh
PTD : Dane Archibaid Balanon / Fernan S. Victoria / Carinna Saldana
STD : Admer Rey Dablio / Ma. Rachel V. Parcon /

isalah Ubando / Elyson Keith Encarnacion/Erish Daranciang
PMISD: Roland Andrew T. Cruz/ Mertella Lenie Ysulat
NML : Jes Andre G. Trillana / Maryness |. Salazar / Loreibelle N. Abian
TSD : Namnama Ganotisl/Cristina B. Candelaria/Reginald Roy U. Dela
Cruz/ Luzviminda P. Herrera / Albert Pallaya / Jose Ramon

Members: Rosario Brucal Judith Tejano

Carmelita A. Umali Anthony Bauzon

Lumen Milo Raisa Tongson

Luzviminda Herrera Maricar Carandang
DATA PRIVACY ACT GROUP

i

Decision Maker Annabelle V. Briones
Alternate DM for DPA Zorayda V. Ang
Alternate DM for FOI Melia Elisa C. Florendo
Data Protection Officer (DPO)-Head Josa Mari Manalo
Altemate DPO-Head - Gennie A. Ordofia
DPO-RA&D Documents Ma. Andriena Ida Ofina
DPO-Technical Services Document Jacqueline Dinglasan
DPO-Administrative Document Merfita M. Regonda
DPO-Budget and Finance Document Josefina Perez
Request Recsiving Officer Albert Pallaya
Alternate Anthony C. Bauzon



of the Philippines

af Science and Technology
INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE
DOST Cpa., General Santos Ave., Bicutan, Taguig City
Tel. Nos. - 837-2071 to 82 (DOST Trunklines) Telefax No.: 837-3167
hittp:{ fwvew.itdi.dostgov.ph

ITDI SPECIAL ORDER NO. _OFF

Series of 20159

SUBJECT: ITDI COMMITTEES

In the interast of the service, the following committees are hereby

reconstituted:

SELECTION BOARD

Chair

Co-Chair
Co-Chair
Members

Diana L. ignacio
L. Esguerra
Janet F. Quizon

Head of Organizational Unit where vacancy exists:

rmmnsum AESE Representative AESE Representative (Aremats)

s Lavst Rank & Fils Represeniative  AESE Representative AESE Representative
{ARornate)
HR Representative Lolita Hernandez
Head of the Division where the vacancy exists:
Division Principal Alternate
CED Apollo Bawagan Wilfredo Balais
EBD Reynaldo L. Esguerra Rochelle L. Retamar
FAD Janet F. Quizon Soledad S. Reyes
FPD Norberto Ambagan Ma. Dolor Villasefor
MSD Blessie Basiia - Josefina Celorico
NML Aurora Kimura Manuel Ruiz
PMISD Zorayda Ang Jose Mari Manalo
PTD Daisy Tafafranca Josefina Diaz
STD Rosalinda Torres Marlon Aguinaldo
TSD Nelia Elisa Florendo Lucila Alconera
Secretary Sharra Abache
%
DM Eu-ﬂu i edustng
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Lurmen Milo Josefina Perezx
DATA PRIVACY ACT GROUP
Decision Maker . Annabelle V. Briones
Alternate DM for DPA : Diana L. ignacio
Alternate DM for FOI : Nelia Elisa C. Florendo
Data Protection Officer (DPO)-Head:  Jose Manalo
Alternate DPO-Head: Gennie A. Ordofia
DPO-R&D Documents: ' Ma. Andriena Ida A. Ofina
DPO-Technical Services Document: Alvin B. Arante
DPO-Administrative Document: Merlita M. Regonda
DPO-Budget and Finance Document:  Josefina T. Perez
Request Receiving Officer: Josephine B. King
Alternate: Anthony C. Bauzon

This order shall take effect April 1, 2019 and shall remain in force unbil

reyoked by proper authorty.
AHHABELMES. Ph.D.

Director

Do Business i lndustay




Department of Sckence and Technology
INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE
DOST Cpe., General Santos Ave., Bloutan, Taguig City
Tel. Nos. : 837-2071 to 82 (DOST Trunklines) Telefax No.: 837-3167
it/ e, itefl. dost gov. ph

March B, 2018

ITDI SPECIAL ORDER NO. (5
Senes of 20117

SUBJECT: ITDI COMMITTEES Part Il
In the interest of the service, the following committees are hereby reconstituted:

SELECTION BOARD

Chair x Diana L. Ignacio

Co-Chair - Janet F Quizon / Reynaldo L. Esguerra

Members E

7™ Lawel Rank & Filo Represontative:  OCheal Lee C. Deluta Adora T. Oriiz (Aemat)

1" Lovel Rusk & Fils Reprsentasve:  Persia Ada N. De Yro Charles F. Palla (asermate)
HR Representative : Divina M. Bacaltos Lolita Hemandez (Azermate)

Head of the Division where the vacancy exists:

Division Principal Altermate
CED Emeilda Ongo Wilfredo Balais
EBD - Reynaldo L. Esgugmra Ursela Bigol
FAD Janet F. Quizon Soledad 5.
FPD Morbarto Ambagan Ma. Dolor Villasefior
MSD Blessie Basilia Josefina Celorico
NML Aurora Kimura Michael Jason Solis
PMISD Zorayda Ang Jose Mari Manalo
PTD Daisy Tafafranca Josefina Diaz
STD Rosalinda Tormes Marlon Aguinaldo
TsD Nelia Elisa Florendo Lucila Alconera
Sacretary Sharra Abache

Deur Business is lodistny

Mgrmbiritgn
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Chairperson: Deputy Director for ATS
Members: Janet F. Quizon

Zorayda V. Ang

Morberto Ambagan

Rosalinda Tomes

Ms. Focheel lee C. Deluta — AESE Representative
Secrelarial:  Divina M, Bacaltos/HR

L4

RECORDS MANAGEMENT IMPROVEMENT

Chair : Diana L. lgnacio

Co-chair: Merlita Regonda

Members:  Julieta B. Brigoli Judith Tejano
Carmelita A. Umali Anthony Bauzon
Lurmen Milo Josefina Perez

Luzviminda Hemera Maricar Carandang

DATA PRIVACY ACT GROUP

Decision Maker - Director/OIC

Alternate DM for DPA - Diana L. lgnacio

Alternate DM for FOI : Melia Elisa C. Florendo
Data Protection Officer (DPO)-Head:  Jose Manalo
Alemate DPO-Head: Gennie A. Ordona
DPO-R&D Documents: Ma. Andriena Ida A. Ofina
DPO-Technical Services Document:  Alvin B. Arante
DPO-Administrative Document: Merlita M. Regonda
DPO-Budget and Finance Document:  Josefina T. Perez
Request Recelving Officer: Josephine B. King

Altemate: Anthony C. Bauzon

10



Yepublic of theRhilippines

Dej.. .ment of Science and Technology - [t

INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE A wowm %

DOST Cpd., General Santes Ave., Blieutan, Taguig City TirAhaia’ EYE

Tel, Nos. : B37-2071 to 82 (DOST Trunklines) Telefax No.: 837-3167 ;
http:/fwww.itdi.dost.gov.ph

e
oy

August 23, 2017

ITDI Special Order No.:
"= Series of 2017

v

Subject: Creation of the Freedom of Information (FOI) of 2016 and Data Privacy Act OF 2012 (DPA) Group

The FOI Bill was implemented through Executive Order (EQ) No. 2 on 2016 and became known

— a5 Freedom of Information Order. The FOI provides every Filipino to have the rght to access to
information, official records, and public records and to documents and papers pertaining to official

acts, transactions or decisions, as well as to government research data. The DPA of 2002 is an act

— protecting individusl personal information in Information and Communications Systems In the
Government and in the Private Sector. in compliance with the FOI and DPA, the following group is

hereby created as follows:
. GROUP DUTIES AND RESPONSIBILITIES / TERM OF REFERENCE |
Decision Maker (DM): + Decision Maker if the information can be [
- Maria Patricla V. Azanza, Ph.D. disclosed or not to the requesting party :
Alternate DM for DPA: Diana L. ignaclo * Has overall administrator level access on the . |
Alternate DM for FOI: Nella Elisa C. Florendo organizational data |
- Data Protection Officer (DPO) - Head: * Review and provide brief evaluation report on |
Jose Mari B. Manalo the document request |
Alternate DPO — Head: = Has overall administrator level access on the
. Gennle A. Ordofia organizational data
- DPO - R & D Docurments: = Document Guardian / Data Keeper of all R&ED
Ma, Andriena Ida DA, Ofina Documents
= Has administrator level access on R&D
- Documents '
= Conduct R&D Documents mventory
DPO - Technical Services Document: * Document Guardian / Data Keeper of all
- Alvin B. Aranta Technical Services Documents
* Has administrator level access on Technical
Services Documents
=, # Conduct Technical Services Documents
inventory
DPO — Administrative Document: * Document Guardian / Data Keeper of all
e Maerlita M. Regonda . Administrative Documents
=T i * Has administrator level access on
Administrative Documents
s § ! * Conduct Adminkstrative Documents invenitory

Mernbarship: -
* General Conlersncn on Weiphts and Measures [CGPM)  » Asia Pacific Metoiogy Progosmme (APMP) = Agia Paciic Legal Metology Fonsm {APLAVE)



"OPO — Budget and Finance Document: + Document Guardian / Data Keeper of all budget '

losefina T. Perez and financial documents '

s Has administrator level access on Budget and
Financial documents

» Conduct Budget and Financial Documents

b Inventory
“Request Receiving Officer: + Receive document request |
Josephine B. King = Conduct initial review of the document request
Alternate: Anthony C. Bauzon » Forward document request to designated

document guardian or data kegper
= Release requested document
ALL = Other duties related to the FOIl and DPA
: activities and requirements !

This order shall take effect immediately and shall remain in force until revoked by proper
authority. '

Q

MARIA PATRICIA V. AZANZA, Ph. D.
Director

Oir Busiontas 14 lndinstrng

« Ganeral Conlerence on Wisights snd Mensurns (CGPM) = *Asia Pacific Mefralogy Programma (APMF) -MF-:I.;MWF_{HHF}



ANNEX E - FOI and DPA Copy of
Memorandum Releases



Republic of the Philippines
Department of Science and Technology
INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE
DOST Cpd., General Santos Ave., Bicutan, Taguig City
Tel. Mos. : 837-2071 to 82 {DOST Trunklines) Telefax No.: 837-3167
hun'{gm.itﬁi gr.gmr.gh

May 10, 2020

ITDI Administrative Order No, e el
Series of 2020

SUBJECT: Policy Guidelines on Information Technology Security of the
Industrial Technology Development Institute for the Alternative
Work Arrangements During the Period of State of National
Emergency Due to COVID-19 Pandemic

. RATIONALE

Pursuant to the Civil Service Commission (CSC) Memaorandum Circular No. 10
s. 2020, "Guidelines for Alternative Work Arrangements and Support Mechanisms for
Workers in the Government during the Period of State of National Emergency Due to
COVID-19 Pandemic®, Section 3.1, e. 4 & 5, the ITDI shall ensure appropriate
measures such as Pledge of Confidentiality of Information, Data encryplions, efc. are
in piace to ensure protection of data used and processed by the employees pursuant
fo Republic Act No. 10173 or the Data Privacy Act of 2012. Further, ITDI shall also
protect and secure confidential and proprietary information.

Anent the directive, this policy provides the security framework that will ensure
the protection of ITDI information from unauthorized access, information breach, loss
and damages while supporting the alternative work arrangements designed and set
up during the COVID-19 pandemic by the Institute. The ITDI information may be
verbal andlor digital, individually-controlled or shared, stand-alone or networked both

on local and public, used for organizational administration, research and development,
or other purposes.

Il. SCOPE

This guidelines shall cover all the Institute's data and information in all forms of
media and applies to all ITDI employees regardless of adopted alternative work
arrangement, both on-site and off-site the office premises.

: ﬂmghﬁymuhl'h&%
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Republic of the Philippines
Department of Science and Technology A
INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE
DOST Cpd., General Santos Ave., Bicutan, Taguig City
Tel. Nos. : B37-2071 to 82 (DOST Trunklines) Telefax No.: B37-3167
http://www_itdi. dost_pav nh

lil. DEFINITION OF TERMS

Confidential and Proprietary Information — information classified by ITDI as
confidential and secret relative to its intrinsic value to the organization

Data Encryptions - way of securi ng data by transforming it into another form or
code so that only the people with the data key could read it

Individually-controlled or Shared Information — type of storing data to maintain its
confidentiality and security

Local Access — accessible information within the intranet premise of ITDI

Networked Shared Information — information located in a file server that allows
authorized staff to access

Public Access —accessible information via the Internet

Stand-alone Information — information that resides in the local hard drive of the
computer

Verbal and / or Digital Information — use of sounds and words to self-express the
thought and information either in physical presence or in digital form of
communication

IV. ITDI CLASSIFICATION OF DATA AND IN FORMATION

As identified in the ITDI Documents Inventory hereto attached and pursuant
to the guidelines of the following laws/ordersfissuances:

a) Republic Act No. 10173 - Dala Privacy Act of 2012;
b) Republic Act No. 8293 - Intellectual Property Code of the Philippines:
¢) E.O. No. 2, 5. 2016 - Freedom of Information (FOI) Program; and

including other relevant governance mechanisms, the ITDI hereby sets these three (3)
classifications for modes of dissemination and security access:

1. Public - covers ITD| information that are publicly available and accessible.

— omﬁmarm.m,
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Republic of the Philippines
Department of Science and Technology A
INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE
DOST Cpd., General Santos Ave., Bleutan, Taguig City
Tel. Nos. : B37-2071 to 82 (DOST Trunklines) Telefax No.: B37-3167
hitp:/ Sanaaitdi, Bov.ph

FUFW s Laaa

2, Limited - covers ITDI information that are classified Confidential and Only
Authorized Personnel or external parties are allowed to access. Access is
limited to “View Only". Copying or taking copies of documents and
materialsfinformation marked or classified as Confidential and/or with written or
known prohibition will be subject to appropriate legal action.

3. Exception — covers ITDI Information that are classified as Strictly Prohibited

for access and dissemination un fi T nt of ITDI or
ordered by the law.

Refer to attached Annex D - ITDI Documents Inventory.

V. AUTHORIZED COMMUNICATIONS MEDIA IN RELATION TO ITDI DATA AND
INFORMATION CLASSIFICATION

Data and Information

Classification

Authorized Communication Media

Public Any communication media
Limited Email account both personal and official; Google
Hangouts and Meet
Excaption ITDI Official Email; Google Hangouts using ITDI

official account only

VI. AUTHORIZED DATA STORAGE AND ACCESSIBILITY IN RELATION TO ITDI
DATA AND INFORMATION CLASSIFICATION

Data and Information
Classification

Authorized Storage and Accessibility

Public Any storage; Any location and mode of access
Limited ITDI Public Network Attached Storage (NAS);
Google Drive using ITDI Official Email account
or personal account
Exception ITDI Private File Servers; Accessibility within

ITDI Local Area Network or physical location

: Owr Business i1 Industry

* Ganaral Conference on Woighis and Measures (CGPM] = Asia Paciic Metrology Programme (APMP)  »  Asia Paciic Lsgal Metrology Forum (APLME]




Republic of the Philippines
Department of Science and Technology

INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE
DO5T Cpd., General Santos Ave., Bicutan, Tagulg City
Tel. Nos. : B37-2071 to 82 (DOST Trunklines) Telefax No.: 837-3167
http-f e itdi dost gov.ph

Vil. DATA COLLECTION IN RELATION TO ITDI DATA AND INFORMATION
CLASSIFICATION

Data and Information

Classification Authorized Mode of Data Collection
Public Any data collecting media
Limited ITDI in-house developed information system

accessible in public; Email using ITDI Official
Email account or personal account; Telephone
interview

Exception ITDI in-house developed information system

accessible on ITDI Local Area Network only;
ITDI hardcopy form

VIl. POLICY KEYPOINTS

a) PMISD-MIS Section Head is given the authority to revise and update this policy
as needed, subject to the endorsement and approval of the PMISD Chief and
higher ITDI authorities, respectively.

b) Mon-compliance to this AO by employees may expose valuable data of and
pose risk to the Institute and therefore shall be dealt with accordingly by the
ITDI Management and is punishable by law.

IX. EFFECTIVITY
This policy guidelines shall take effect immediately.

?}1} - '.*{fh""'ww
fF il

DR. ANNABELLE V. BRIONES
Director

-

Der Business is [ndistry

¥ Wﬁﬂmmm#ﬂHMIm + hAsla Pacle Mevology Programme (APMP] = Asia Pacfic Legal Metrology Focum (ABLME]



ElE B |8 B E‘E E

g [E £ g E e E B B e

% |E E |E




o
Pt iy
A|.j| PRI i I Aboniges|  wmpoidng ‘amthnbe Bupn Jeee g A [=11]
Ao [
Pt
[L411] st | QIS 051 ek aitly AdeTlyeg IO | A L) et sememy] g [ 11]
dazopiy sbutopanag
[0
ML ol Oy = HH iy Afanop Epacowng asiusg waaiophug]  panoary soeag arinpy 1]
Tednoaky
e R
LI Iy o - W4 B Sduxpan Saddopieg L e o gy b B LT [ 11]
—) h mie — et =
de el
Ao
LAiT] PEAL T4 = B ] Adaapa EAN R Uy 1 SaAbuy 50d|  EAnRu WLl
-E'
5L put wdns gy [ - T
B 1h0p T M, L Sy L O PR Aopinagia
it G e L HIT] Aoy HRin ) L0y e Ll o HILI|  pmmargi il
A3y EECT L NP
par ung Advyoaas)
Lal] Bt u-.".Ll.mp wifny e ] AN UL 0 WAy TR R SRy Bunygaay l._._._i.iug Ll
LT T 1kl ity
Pt e TR
WL pAL T gy Ao AN | ey apma|  mooepy L]
= S Trr————
Ay fusu oy
BRIy P Fur d
wonidaowg | S0 Do Etpy daaryon Anegen) Fy sy I Yoy L= 11]
] lfkti-ﬂ.a:luﬂiii Py b
B4 050 pue P P W P VRN SOGEIUGE ] S
L ey | opea) pEig oy e T LT R r— INEnG e wumnpuj L
A Judedonisag
P R L] L
LT Paian H 05 . Adamiges DR Comm) pas mpponcs Bermar|  puenay Ry MLl
E
{51 PUR idan ke e sty
B iz0p it man iy ity
HLLI =g i L Adaryoy | wvemjessmimes sop fojepe gL Y| PRIy il
it Y] TR ]
Far L 0 3y 15
WL Py 51 Fully Adazijieg Humaatatweny 1] | 0 Afunsng B My sy Wl
LT drlimansy
s uofitangn| Koy
Ll sy 5T o Ao bodey Supogueyy pekug o bvamrg] o dwwuns| s B







Republic of the Philippines
Department of Science and Tech nology
INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE
DOST Cpd., General Santes Ave., Bicutan, Taguig City
Tel. Nos. : 837-2071 to 82 (DOST Trunkhines) Telefax No.: B37-3167
htm;fjww.itd'r.gust.gnv.gh

MEMORANDUM
TO - ALL ITDI EMPLOYEES
FROM : DR. ZORAYDA V. ANG
OIC Deputy Director for ATS and Chief, PMISD
cC : DR. ANNABELLE V. BRIONES
Director
SUBJECT : Use of ITDI Online File Server
DATE : June 1, 2020

Pursuant to the CSC Memorandum Circular 10, s. 2020 issued last May 7,
2020,the DOST-ITDI adopted the combination of the Work-from-Home (WFH) and
Skeleton(Skeletal) Workforce (SW) as alternative work arrangements in order to maintain
andensure continuous delivery of public service. A ‘Revised Interim Guidelines
forAlternative Work Arrangements and Support Mechanism for Workers in ITDI during
thePeriod of State of National Emergency Due to Convid-19 Pandemic was issued

througha Memorandum by the Director dated May 25, 2020 that provides the parameters
for theadopted alternative wark arra ngements,

To facilitate the implementation of the work-from-home arrangement, ITDI are
providing an online file server to ensure file exchange and accessibility outside and within
ITDI premises. Initially, account folder is empty to prevent sensitive data (R&D
researches, customer information, etc.) to be uploaded in the internet, We are requesting
to re-upload files guided with the ITDI AD "Policy Guidelines on Information Technology
Security of the Industrial Technology Development Institute for the Alternative Work
Arrangements during the Period of State of National Emergency Due to COVID-18

Pandemic'. All files to be uploaded in the file server should be properly reviewed by the
Account holder accordingly.

Please refer to attached Instruction Manual on how to access the ITDI File Server.
In the event that staff cannot go to the office to upload their files and for technical

difficulties on accessing the server, you may reach MiStechnical support staff 632-
B372071 loc. 2275 or send us an email atpmismis@itdi.dost.gov.ph.

Thank you and slay safe.

— Owr Business is lnduatny

- Gmmﬂnr&rrumwmmummm{;m] -ﬁumeuhg;Pm-ij .

ksia Packic Legal Metrology Forum (APLWF)



Accessing ITDI File Server Instruction Manual

I. - In your computer or smart phone, open an internet browser such as Mozilla, Internet
Explorer, Google Chrome, Safari, Opera, Kongueror or Lynx.

.  Type 103.5.5.102 or 103.5.5.103 in the address bar. Kindly check the File Sarver P
address where your account is included.

Division File Server IP Address
ADM, CED, EBD, FPD, FMD, OD/ODD, PMISD, MSD, 103.5.5.102
NMD, PTD and TSD
STD 103.5.5.103

B8 NMLNAS - Synology RackStation X <

« C (@ Notsecure | 103.5.5.102:5000

Il Inthe Login Page, input your login account the press enter or click Sign In Button

Login Name: First name initial +Middle Name Initial + Last Name
Example:
Complete Name: Jose Mari R. Delacruz
Usemname will be: jmrdelacruz

For those no provided middle name:
Example:
Complete Name: Jose Mari Delacruz
Usermame will be: jmdelacruz (First Name Initial + Surname)

Default Password: 1st name initial + 2nd name initial+ Middle Initial + Last Mame Initial
followed by @12345

Example: Jose R. Delacruz
Password: jrd@12345

*Change your password upon login to secure your account.



V.

Successful login will be redirected to the file server home page.

Note: Make sure lo logout the account after use. In case the user forgot fo logoul, for
securily purpose PMISD-MIS set it to auto logout after 15 minutes of idle timea.



UPLOADING FILES

Upon login, click the File Station

Double click your Personal Folder to open.

Your personal folder should appear in the left column.

Click Upload.

? Upload - Skij

Upioad - Operwnte

|

Choose between the two modes which are applicable to the file to be uploaded:

Upload - Skip: if the file already exists at the destination, it will not overwrite the file.
Upload - Overwrite: if the file already exists it will overwrite the file.

Lipiaad = _reate o
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Select the file you wish to upload then click Open to start upload
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Check if the file is successfully uploaded.



DOWNLOADING FILES

I.  Upen login, click the File Station
Il.  Select the file you wish to download

. Two ways to download the file:
« Double click the file to automatically start downloading.

« Click the file to be downloaded using the right button of the mouse then select the
option ‘download'.
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v.Check if the file is successfully downloaded.



ANNEX F — Privacy Impact Assessment (PIA)
Output



PRIVACY IMPACT ASSESSMENT

GENERAL DESCRIPTION

Mame of Organization | Industrial Technology Development Institute (ITDI)

Mame of Program, Processing of Payroll
Process, or Measura

Date November 4, 2019

PIA Drafter Gennie A. Ordona 2

Email gaordona@itdi. dost. gov.ph | Phone | B372071 loc. 2275
| Program Manager z e S
Email | Phone | B372071 loc. 2275

1. Description of Program, Process or Measure Involving Personal Data

ITDI processes payroll of its employees every last week of the month. The
payroll processing contains employee’s information such as name, position, basic

2. Scope of PIA and Related Privacy Impact Assessments

There are three divisions involved in processing payroll. The Administrative
Division (ADM) indicate the attendance aspect, salary deductions and benefits of
the each employee. The FMD validates the employee’s benefits, computes the tax,
input the PAGIBIG, Philhealth and GSIS deductions and verify the computation
implemented. The HRM section of ADM runs the automatic computation of the
salary of each employee.

THRESHOLD ANALYSIS
Personal Information Y M
Mame v
Home Address
'Business Address
Email Address

Telephone Number — Work
Telephone Mumber — Home 3

Age
Date of Birth

g
§’
‘

| | 0 {0 | |0 | £ | e [ [ | =

;
’5
;

E

%

%

|
|

|

3
=]




18 | Sexual Life / Preference / Practice

18 | Offense committed or alleged to have been committed, the
disposal of such proceedings or the sentence of any court in such

proceedings
20 Imuadwmmmﬁ'tnmm v
A Unigue identifiers (TIN, UMID ID No., GSIS/SSS No., Pag-

_libig Account No.)
21 | Specifically established by an executive order or an act of
|| Congress to be kept classified
22 | Others: Loan Record, Account Mumber J
YN | Comments

mmmmﬂumum Y income; Account No.
information about individuals? for first-time enrollee in

o i Payroll
Is the information about individuals likely to Y | Financial Status and Account
raise privacy concems or expectations e.g. MNumber

health records, criminal records or ather
information people would consider
private?

Will you be using information about
individuals for a purpose it is not currently
used for, or in a way it is not currently used?

Will the initiative require you to contact
individuals in ways which they may find
intrusive?

Will information about individuals be
disclosed to organizations or people who
have not previously had routine access to the
information?

Does the initiative involve you using new

Land Bank account number

technology which might be perceived as could be used to purchase
being privacy intrusive e.g. biometrics or online without validating the
facial actual account owner
Will the initiative resull in you making Y | Possibility of unauthorized
decisions or taking action against individuals use of financial account of an
in ways which can have significant impact on individual
them?
STAKEHOLDER ENGAGEMENT
Internal Stakeholders ' B

Internal Stakeholders Engagement
Individual Employee Data Subject
| Finance Management Division | Salary !
Administrative Division Attendance and Benefits Certification
Management Information Attendance auto-generation, Payroll System
| System Section of PMISD and database maintenance
Deputy Direclor — ATS Payroll Signatories




External Stakeholders

External Stakeholders __Engagement

—_—

Land Bank of the Philippines (LBP) ! Payroll Remittance
IV. DATA PRIVACY ANALYSIS

Processing of payroll involved employee's name, TIN, Pag-ibig ID No., GSIS
ID No., Philhealth Account No., LBP Bank Account No. and the comesponding
salary for the given period. The process start from auto-generation of attendance,
computation of benefits and deductions, validation and checking, payroll printing,
routing of payroll in authorized signatories until all documents are complete for

bank deposit in employees bank account.

Process Document / Personal Data Doar
N |, [
| Record / Individual Fingerprint

|
Summary of Deductions and
Benefits / Attendance, loanand | HRMS Staff
benefits record, GSIS 1D, Pag-ibig
| ID, Philhealth 1D, TIN
. e o
Staff
|
BT | s s
|
Top
Printed Payroll Management
signed Payroll Cashier

All data being collected, used, shared and transferred are stored in digital and hardcopy
format. Accessibility of the sald documents will be subject to the FOI and DPA Harmonized Protocol
in disclosing ITDI documents. Deletion and dispasal is based on the guidelines of the Mational
Archives of the Philippines.



V. PRIVACY IMPACT ANALYSIS

Transparency

Yes

1. Are data subjects aware of the nature, purpose, and extent of
the processing of his or her personal data?

2. Are data subjects aware of the risks and safeguards involved
in the: of his or her personal data? _

3. Are data subjects aware of his or her rights as a data subject
and how these can be exercised?
Below are the rights of the data subjects:
- Right to be informed
- Right to object
- Right to access
- Right to comect
- Right for erasure or blocking
- Right to file 2 complaint !
- Right to damages
to data

4. |s there a document available for public review that sets out
the policies for the management of personal data?

5. Are there steps in place to allow an individual to know what
personal data it holds about themn and its purpose of
collection, usage and disclosure?

6. Are the data subjects aware of the identity of the personal
information controller or the organization/entity processing
their personal data?

7. Are the data subjects provided information about how to
contact the organization's Data Protection Officer (DPO)?

Legitimate Purpose

Yes

1. |s the processing of personal data compatible with a declared
and specified purpose which are not contrary to law, morals, or
public policy?

2. Is the processing of personal data authorized by a specific law
or regulation, or by the individual through express consent?

Proportionality

Yeas

1. Is the processing of personal data adequate, relevant, suitable,
necessary and not excessive in relation to a declared and

specified purpose?

Elsmapmigﬁpumtﬂ:amyhfuﬂlm
purpose of the processing and no other means are available?

Collection

Yes

1. Is the collection nf?pﬂwﬂdﬂahrudmhﬁd.apudﬁndmﬂ

2. Is individual consent secured prior to the collection and
| processing of personal data?




If no, specify the reason

3. 1s consent time-bound in relation to the declared, specified
|_and legitimate purpose?

4. Can consent be withdrasm?

5. Are all the personal data collected necessary for the program?

6. Are the personal data anonymized or de-identified?

7. Is the collection of personal data directly from the individual?

8. Is there authority for collecting personal data about the
individual from other sources?

8. Is it necessary to assign or collect a unique identifier to
individuals to enable your organization to camy out the
?

___program
10. Is it necessary to collect a unique identifier,of another

|__agency? e.g. SSS number, PhilHealth, TIN, Pag-IBIG, etc.,

Use and Disclosure

Yes

1, Will Personal data only be used or disclosed for the primary
?

purpose
2. Are the uses and disclosures of personal data for a secondary
purpose authorized by law or the individual?

Data Quality

Yes

1. Please identify all steps taken to ensure that all data that is
collected, used or disclosed will be accurate, complete and up
to date:

" 1.1 *Please identify all steps taken to ensure that all data
that is collected, used or disclosed will be accurate,
complete and up to date:

1.2 *The system is regularly tesled for accuracy

1.3 "Periodic reviews of the information

1.4 *A disposal schedule in place that deletes information
that is over the relention

1.5 *Staff are trainad in the use of the tools and receive

Ll &[&=

1.6 “Reviews of audit tralls are undertaken regularly

1.7 *Independent oversight

e L

1.8 *Incidents are reviewed for lessons leamt and
m!mmm

Yes

Applicable




the organizational data prolection policies aim to maintain the
mw integrity, and confidentiality of personal data

control policy, employee training, surveillance, elc.,) physical
measures — refers fo policies and procedures shall be
implementad to monitor and limit access to and activities in the
room, workstation or facility, including guidelines that specify
the proper use of and access 1o electronic media (Le. locks,
backup protection, workstation protection, efc.,) technical
measures - involves the technological aspect of security in
protecting personal information (i.e. encryption, data center
policies, data transfer policies, etc.,)

Organizational Security

Yes

Applicable

1. Have you appointed a data protection officer or compliance
officer?

2. Are there any data protection and security measure policies in
placa?

3. Do you have an inventory of processing systems? Will you
include this project/system?

4, Are the users/staffs that will process personal data through
this project/system under sirict confidentiality if the personal
data are not intended for public disciosure?

5. If the processing is delegated to a Personal Information
Processor, have you reviewed the contract with the personal

information processor?

Physical Security

Yes

1. Are there policies and procedures to monitor and limit the
access to this project/system?

2. Are the duties, responsibilities and schedule of the individuals
that will handle the personal data processing clearly defined?

3. Do you have an inventory of processing systems? Will you
include this project/system?

Technical Security

Yes

1. Is there a security policy with respect to the processing of
data?

|__personal -
2. Do you have policies and procedures to restore the availability
and access to personal data when an incident happens?

3. DoMWill you regularly test, assess and evaluate the
effectiveness of the security measures of this project / system?

4. Are the data processed by this project/system
encrypted while in transit or at rest?

5. The program has taken reasonable steps to prolect the
personal data it holds from misuse and loss and from
unauthorized access, modification or disclosure?

8. If yes, which of the following has the program underiaken to
protect personal data across the information lifecycle:




6.1 * Identifying and understanding information types

ol

6.2 “Assessing and determining the value of the v
_information

6.3 * Identifying the security risks to the information v

6.4 * Applying security measures to protect the information J

E.E'Wﬂmmm v

Disposal Yes | No Not

1. The program will take reasonable steps to destroy or de-identiy |
personal data if it is no longer needed for any purpose. .
i YES, please list the steps
- Refer lo HRMS and FMD retention and disposal
__ procedure

VI. PRIVACY RISK MANAGEMENT

Processing of payroll may disclose part of the financial aspect of an individual. There
is & high risk an exposing the employee's bank account number during preparation of

payroll.
Ref# Threats / Vulnerability | Impact | Probability | Risk Rating
Payroll-01 | Exposure e
1 of Bank
biometric f "
Account Number, 3 2 6 Medium
income, TIN GSIS, Risk
Philhealth and Pag-ibig
ID
Vil. Recommended Privacy Solutions
| Recommended Solution Justification
1.Password protected access on To limit the accessibility to authorized

computers used in processing payroll | staff only ;
Z.Non-Disclosure Agreement to all staff | To ensure accountability and sense of
who are part of Payroll processing responsibility




PRIVACY IMPACT ASSESSMENT

GENERAL DESCRIPTION

Name of Organization | Industrial Technology Development institute (ITDI)

Name of Program, ITDI Training Services
| Process, or Measu

Date Novermnber 8, 2019

PIA Drafter Gennie A. Ordona

Email gaordona@itdi.dost.gov.ph | Phone | 8372071 loc. 2275
_Program Manager i
Email " [ Phone | 8372071 loc. 2275

1. Description of Program, Process or Measure Involving Personal Data

To maximize the capabilities and facilities, ITDI offers different technical
mmmmmﬁmm.wmm

EVen awareness seminar with training on food safety, energy and technology
valuation.

2. Scope of PIA and Related Privacy Impact Assessments

WDIMEEHMQWWMTMMDMEMFED]-TED
handles from creation of training modules to preparation of training outcome report.
T5D is also the record keeper of all the documents that involves in the trainings.
They collect and process the information of training participants from inquiry up to
creation of training certificates.

THRESHOLD ANALYSIS

Personal Information

MName

Home Address

Business Address

Email Address

Telephone Number — Work

Telephone Number — Home

Age

Date of Birth

Marital Status

Color, Race or Ethnic Origin L
Relfigion (Religious beliefs or affiliations)
Education

FPhoto

_Biometrics

Political Association

Philosophical Beliefs / Orientation Y
Health J

SOISISISISISISISS SIS S S [S =<
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18 | Sexual Life / Preference / Practice s
19 | Offense committed or alleged to have been committed, the v
disposal of such proceedings or the sentence of any court in such
20 | Issued by government agencies peculiar to an individual J
A. Company ID that may contains TIN, Voler's ID, etc...
21 | Specifically established by an executive order or an act of o
Congress o be kept classified
22 | Others:
YN / Commenis
Will the project involve the collection of new Y | Personal Information for
information about individuals? individuals and company
profile for private and

Is the information about individuals likely to

raise privacy concermns or expectations a.g.

health records, criminal records or other
private?

government
Confidentiality of Training
Outcome

Will you be using information about
individuals for a purpose it is not currently
used for, or in a way it is not currently used?

Will the initiative require you to contact
individuals in ways which they may find
intrusive?

If requires verification of
Technical capabilities

Will information about individuals be
disclosed 1o organizations or paopie who
have not previously had routine access (o the
information’?

Does the initiative involve you using new
technology which might be perceived as
being privacy intrusive e.g. biometrics or
facial recognition?

Will the initiative result in you making
decisions or taking action against individuals
in ways which can have significant impact on

them?

Possibility of unauthorized
access of customer profile

STAKEHOLDER ENGAGEMENT

Internal Stakeholders

Internal Stakeholders

TSD Training Section Facilitate

Technical Expert

training
Speaker and facilitator during training

External Stakeholders

External Stakeholders

———

Customer =

Data Subject




IV. DATAPRIVACY ANALYSIS

Document |/ Personal Data Doer
T5D Training Request Form Customer
] Customer
Filled out request form and TSD
Training Staff
Customer
Filled out request form and Cashier

Filled up request form and proof | TSD Training
of payment copy Staff

Training Materials Technical
Experts, TSD
Training Staff

Training Certificate Customers,
Technlcal
Experts, TSD
Training Staff

All data being collected, used, shared and transferred are stored in digital and hardcopy
format. Accessibility of the said documents will be subject to the FOI and DPA Harmonized
Protocol in disclosing ITDI documents. Deletion and disposal is based on the guidelines of the
National Archives of the Philippines.

V. PRIVACY IMPACT ANALYSIS

Transparency Yes | No Not

1. Are data subjects aware of the nature, purpose, and extent of |
the processing of his or her personal data?




2. Are data subjects aware of the risks and safeguards involved
in the processing of his or her personal data?

3. Are data subjects aware of his or her rights as a data subject
and how these can be exercised?
Below are the rights of the data subjects:

- Right to be informed

- Right to object

- Right to access

- Right to correct

- Right for erasure or blocking

- Right to file a complaint

- Right to damages

- Right to data

4, |s there a document available for public review thal sets out
the policies for the management of personal data?

5. Are there steps in place to allow an individual to know what
personal data it holds about them and its purpose of
collection, usage and disclosure?

8. Are the data subjects aware of the identity of the personal
information controller or the organization / entity processing
their personal data?

7. Are the data subjects provided information about how to

| contact the organization's Data Protection Officer (DPO)?

Legitimate Purpose

Yoz

1. Is the processing of personal data compatible with a declared
and specified purpose which are not conirary to law, morals, or

| public policy? .
2. |s the processing of personal data authorized by a specific law
or regulation, or by the individual through express consent?

Proportionality

Yes

1. Is the processing of personal data adequate, relevant, suitable,
necessary and not excessive in relation fo a declared and

purpose?

| specified
2. Is the processing of personal data necessary to fulfill the
purpose of the processing and no other means are available?

Collection

Yes

1. Is the collection of personal data for a declared, specified and
purpose’?

__legitimate .

2. Is individual consent secured prior to the collection and
processing of personal data?

If no, specify the reason

3. Is consent time-bound in retation to the declared, specified

and legitimate purposa?




n )

4. Can consent be withdranmwn?

E.MHﬂummm necessary for the program?

8. Are the personal data anonymized or de-identified?

7. 1s the collection of personal data directly from the individual?

9. Is it necessary to assign or collect a unique identifier to
individuals to enable your organization fo carmry out the
|__program?

10. Is it necessary to collect a unique identifier of another

|__agency? Company ID

Usa and Disclosura

Yes

Not
Applicable

1. Will Personal data only be used or disclosed for the primary
purpose?

2. Are the uses and disclosures of personal data for a secondary

purpose authorized by law or the individual?

Data Quality

Yes

1. Please identify all steps taken to ensure that all data that is
collected, used or disclosed will be accurate, complete and up
to date:

1.1 "Please identify all steps taken to ensure that all data
that is collected, used or disclosed will be accurate,
and up to date:

1.2 *The system s regularly tested for accuracy

1.3 *Periodic reviews of the information

1.4 *A disposal schedule in place that deletes information
that is over the retention period

1.5 "Staff are trained in the use of the tools and receive
periodic updates

< slsls

1.8 *Reviews of audit trails are undertaken regularly

1.7 "Independent oversight

1.8 "Incidents are reviewed for lessons leamt and
systems / processes updated appropriately

Data Security -

Yes

Not
Applicable

1.Dnywtmuwﬂawﬂmmnﬂumﬁunﬂ.
measures in place?

measures — refers to

mthMMhﬂm




room, workstation or facility, including guidelines that specify
the proper use of and access to electronic media (lLe. locks,
backup protection, workstation protection, etc.,) technical
measures - involves the technological aspect of security in
protecting personal information (i.e. encryption, data center
| policies, data transfer policies, etc.,)

Yes

2. Are there any data protection and security measure policies in

| place?
3. Do you have an inventory of processing systems? Will you
include this

4. Are the users/staffs that will process personal data through

this project/system under strict confidentiatity if the personal
data are not intended for public disclosure?

5. If the processing is delegated to a Personal Information
Processor, have you reviewed the contract with the personal
information processor?

Physical Security

Yes

1. Are there policies and procedures lo monitor and limit the
access to this project/system?

2. Are the duties, responsibilities and schedule of the individuals
that will handle the personal data processing clearly defined?

3. Do you have an inventory of processing systems? Will you
include this project/system?

Technical Security

Yes

Applicable

1. Is there a security policy with respect to the processing of
personal data?

2. Do you have policies and procedures to rastora the availability
and access lo personal data when an incident happens?

3. DoMWill you regularly test, assess and evaluate the
effectiveness of the security measures of this project / system?

4, Are the personal data processed by this project/system
encrypled while in transit or at rest?

.

5. The program has taken reasonable steps to protect the
personal data it holds from misuse and loss and from
unauthorized access, modification or disclosure?

<.

6. If yes, which of the following has the program undertaken o

protect personal data across the information lifecycle:
6.1 * ldentifying and understanding information types

6.2 *Assessing and determining the value of the
information

6.3 * Identifying the security risks to the information

6.4 * Applying security measures to protect the information

Sl S| %




L

6.5 * Managing the information risks

Disposal

Yes | No Mot

1. The program will take reasonable steps to destroy or de-identify |
personal data if it is no longer needed for any purpose.

If YES, please list the steps

-Rﬂwhﬂmﬁnmbmmmmm

disposal procedure

Wil

PRIVACY RISK MANAGEMENT

mﬂmhwmﬁmmmm
other information. There is a high risk on exposing it electronically or hard copy 1o all
ITDI staff that will handle the request during its process.

" Ref# | Threats / Vuinerability | impaci | Probability | Risk Rating
N Rating | Type |
Training- | Personal data or
01 demographics of
customers can be used 3 3 g High
in further projection and Risk
other specific personal
Recommended Privacy Solutions
| Recommended Solution_ Justification
1.Password protected access on To limit the accessibility to authorized
computers used in processing and staff only
retrieving information s
2.MNon-Disclosure Agreement to all staff To ensure accountability and sense of
who are part of the process responsibility




PRIVACY IMPACT ASSESSMENT

GENERAL DESCRIPTION
[ Name of Organization | industrial T Development institute (ITDI)
MName of Program, Filling up of Vacant Position (Contractual, Job Order and

Process, or Measure | Regular)
L Date November 8, 2019
PlA Drafter Gennie A. Ordona
Email gaordona@itdi.dost.gov.ph | Phone | 8372071 loc. 2275
Program Manager
- Email [ Phone | 8372071 loc. 2275

Description of Program, Process or Measure Involving Personal Data

To sustain the expanding capability, ITDI continuously fills up vacant position
with competent employee in regular pesition, contractual terms and Job Out
workload. In filling up of vacant position, the Human Resource Management
Section (HRMS) of Administrative Division, requires applicant to submit resume
and fill out Applicant's Personal Data Sheet. Along with the process, the HRMS
requires further records such as IDs, medical certificate, NBI records, educational
and employment background of the applicants. Several interviews are also
conducted. During the process, HRMS Section collects, keep and maintain those
records.

Scope of PIA and Related Privacy Impact Assessments

Filling up of vacant position are being facilitated by HRMS of Administrative
Division. All information kept are for record keeping and future reference. Every
millestones of the employee are caplured, stored and maintained. Such records are
accessible o HRMS and authorized personnel only.

. THRESHOLD ANALYSIS

—_—

Personal Information

MName

Home Address

Business Address

Email Address

Telephone Mumber — Work

Telephone Number - Home

Age

Date of Birth .

o o]~ | o] &) ] pal =

Marital Status

Color, Race or Ethnic Origin

Religion (Religious beliefs or affiliations)

Education

R S N L L L L L L

Photo

Biometrics

L



15 [ Political Association

16 | Philosophical Beliefs | Orientation

17 | Health

18 | Sexual Life / Preference / Practice

Slelalsls

19 | Offense committed or alleged to have been committed, the
disposal of such proceedings or the sentence of any court in such

20 | Issued by government agencies peculiar to an individual
A. Company ID that may contains TIN, Voter's ID, etc...

21 | Specifically established by an executive order or an act of 7
Congress to be kept classified
22 | Others:
Y/N | Explanation / Commenls
Will the project involve the collection of new Y | Personal Information of ITDI
information about individuals? employees and applicants
L record
Is the information about individuals likely to Y | Confidentiality of Personal
raise privacy concems or expeciations e.g. Information
health records, criminal records or other
information people would consider
?

Will you be using information about N
individuals for a purpose it Is not curmently
used for, or in a way il is not currently used? 3
Will the initiative require you to contact Y | It requires verification of
individuals in ways which they may find expertise and skills
intrusive?
Will information about individuals be Y | Immediate Supervisor and
disclosed to organizations or people who Planning Section might
have not previously had routine access to the review staff capacity in
information? crafting organizational

roadmap and direction
Does the initiative involve you using new Y | Biometric Time In/ Out
technology which might be perceived as
mmmm.mm
Will the initiative result in you making Y | Possibility of unauthorized
decisions or taking action against individuals access of personal profile
mmﬁmﬂwmnmmmm

STAKEHOLDER ENGAGEMENT

Internal Stakeholders
Internal Stakeholders _____Engagement
HR Staff Post Hiring Position and Requirements and pre-
evaluation of
Selection Board Committee Evaluation of applicants
Division Chief ~ Further evaluation and Pre-approval of hiring
Director and Deputy Director | Appointment of position




External Stakeholders

External Stakeholders
| Applicant

DATA PRIVACY ANALYSIS

In filing up of vacant position, personal information of the applicants are being

preferences, community records, educational and employment history and medical

Engagement

Data Subject

records. Those records must be accessible to authorized personnel only.

Document / Personal Data Doer
Vacant Position Document HRMS Staff
Application Letter and other Applicant
Required Attached Documents
Applicant's Documents and Test
Results HRM Section

Selection
Test Results and Applicant’s Board
Documents Committes
Test Results, Applicant’s Division Chief
Document and Evaluation Result

HRMS,
Test Results, Applicant's Selection
Document, Evaluation Result and | Board
Endorsement of Applicant Committes

and Director




All data being collected, used, shared and transfermed are stored in digital and hardcopy
format. Accessibility of the said documents will be subject to the FOI and DPA Harmonized
Protocol in disclosing ITDI documents. Deletion and disposal is based on the guidelines of the
Mational Archive of the Philippines.

V. PRIVACY IMPACT ANALYSIS

Transparency Yes | No Not

1. Are data subjects aware of the nature, purpose, and extent of | ./
the processing of his or her personal data?
2. Are data subjects aware of the risks and safeguards involved
in the processing of his or her personal data?
3. Are data subjects aware of his or her rights as a data subject
and how these can be exercised?
Below are the rights of the data subjects:
- Right to be informed
- Right to object
- Right to access
- Right to comrect
- Right for erasure or blocking
- Right to file a complaint
- Right to damages
- Right to data portability
4. |s there a document available for public review that sets out o
the policies for the management of personal data’?
5. Are there steps in place (o allow an individual to know what "
personal data it holds about them and its purpose of
collection, usage and disclosure?
6. Are the data subjects aware of the identity of the personal J
information controller or the organization / entity processing

| their personal data?
7. Are the data subjects provided information about how to '
contact the organization's Data Protection Officer (DPQ)?
Legitimate Purpose Yes | No Not
Applicable |

1.hﬂmplm'|gnimm:unplfﬂnwi_hum o
and specified purpose which are not conttary to law, morals, or

__public policy? =

2. Is the processing of personal data authorized by a specific law |
or regulation, or by the individual through express consent?

Proportionality Yes | No Not

Applicable
1. Is the processing of personal data adequate, relevant, suitable, |
necessary and not excessive in relation to a declared and
specified purpose? =t
2. |s the processing of personal data necessary to fulfill the v
|__purpose of the processing and no other means are available?
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Collection

Yes

1-ummummdamham,wmw
legitimate purpose?

1lsmmmmmwmmmw

pmmﬂl'rﬂﬂpﬁ'ﬁiﬂﬂdnh?
If no, specify the reason

alammmmrﬂhnmmm.mﬂ‘iad

I

|__program = —
1D.Isﬂnmymmhdam}quamﬂﬁ!urmuﬂm
s D

Use and Disclosure

Yas

1.mwmwhmﬂwmmm

| __purposey
zmummwmﬂwmmham

|~ purpose authorized by law or the individual?

" Data Quality

Yes

Applicable

1.Pmumﬁyaﬁmmmmﬂmmumma
Mmﬁdwmmmwwm
to date:

e e ————

1.1ﬂmmmummmmmum
mum.mﬁmmmm

<

complete and up to date:
1.2ﬂhﬂwmhrugmmﬂadhrmmw

1.3 *Periodic reviews of the information

fie 1,4‘hdhpmﬂﬁmduhhmmmm
that is over the retention

1.5 wmmhMMHMMEﬂm

o Sls|S

_periodic updates ___
1£'Ruﬂmﬂmﬂuahﬂummguhﬂ

1.7 "Independent oversight

1.3'mummmwmmmm

MMWM




Data Security

Yes

Applicable

1. Do you have appropriale and reasonable organizational,
physical and technical security measures in place?
Organizational measures - refer to the system's environment,
particularly to the individuals camying them out. Implementing
the organizational data protection policies aim to maintain the
availability, integrity, and confidentiality of personal data
against any accidental or unlawful processing (i.e. access
control policy, employee training, surveillance, eic.,) physical
measures - refers to policles and procedures shall be
implemented to monitor and limit access to and activities in the
room, workstation or facility, including guidelines that specify
the proper use of and access to electronic media (ie. locks,

Organizational Security

Yas

Applicable

1. Have you appointed a data protection officer or compliance
officer?

2. Are there any data protection and security measure policies in
?

lmManhvumdwmm?vﬂm
include this project/system?

4. Are the users/staffs that will process personal data through
this project/systemn under strict confidentiality if the personal
data are not intended for public disclosure?

5. If the processing is delegated to a Personal Information
Processor, have you reviewed the contract with the personal

|__information processor?

Physical Security

Yos

1_mmmmmmmﬂmwh&m
access to this project/system?

2. Are the duties, responsibilities and schedule of the individuals
that will handle the personal data processing clearly defined?

3. Do you have an inventory of processing systems? Will you
include this project/system?

Technical Security

Yos

Not
Applicable

1. Is there a security policy with respect to the processing of
data?

|__personal data?
2. Do you have policies and procedures to restore the availability

and access to personal data when an incident happens?




3. DoWill you regulary test, assess and evaluale the
effectiveness of the security measures of this project / system?

4. Are the personal data processed by this project/system
encrypted while in transit or at rest?

5. The program has taken reasonable steps to protect the
personal data it holds from misuse and loss and from
unauthorized access, modification or disclosura?

b

8. If yes, which of the following has the program undertaken to
protect personal data across the information lifecycle:

6.1 * Identifying and understanding information types

6.2 “Assessing and determining the value of the
"information

6.3 * Identifying the security risks to the information

6.4 * Applying security measures fo protect the information

Llss] RS A

6.5 * Managing the information risks

Disposal

Yes

1. The program will take reasonable steps to destroy or de-identify
personal data if it is no longer needed for any purpose.
If YES, please list the sleps
- Refer to the HRS-ADM IS0 Documents on retention and
disposal procedure

VI.  PRIVACY RISK MANAGEMENT

Processing of hiring ITDI employees collects personal information of the applicants.
There is a high risk on exposing their information during the process.

=

Ref # Threats / Vuinerability | Impact | Probability | Risk Rating
e Rating | Type
Hiring-01 | Personal data or
demographics of
applicants can be used 3 3 9 High
in future referance and Rizk
other specific personal
Vil. Recommended Privacy Solutions
| Recommended Solution = Justification
1.Password protected access on To limit the accessibility to authorized

computers used in processing and staff

who are part of process responsibility

2.Non-Disclosure Agreement to all staff | To ensure accountability and sense of




PRIVACY IMPACT ASSESSMENT

. GENERAL DESCRIPTION

 Name of Organization | Industrial Technology Development Institute (ITD1)
Name of Program, Acquiring of ITDI Technical Services
Process, or Measure

Date November 8, 2019

PIA Drafter Gennie A. Ordona =]
Email gaordona@itdi.dost.gov.ph | Phone | 8372071 loc. 2275
Program Manager
| Email | Phone | 8372071 loc. 2275

1. Description of Program, Process or Measure Involving Personal Data

One of the lagal mandates of ITDI is to provide various technical services to
supporl different type of industries and even to individuals. Recognized as the
national agency for tests and analyses, ITDI plays a critical role in product
standardization and testing by providing analytical and testing services to industry
and govermnment agencies for various products and materials. ITDI also offers
technical services on food engineering, process engineering, packaging
technologies, cleaner production, use of facilities and technical consultancies in
various fields. Being a national custodian of physical measurement standards, ITDI
through its Mational Metrology Division, respond to the call for accuracy and
traceability in different unils of measurement. ITDI-NMD offers calibration and
testing technical services for product standardization, higher quality and
competitiveness of local products and protection of the consumers,

2. Scope of PIA and Related Privacy Impact Assessments

ITDI technical services are handled mainly by three divisions, the TSD, STD
and NMD. 5TD and NMD directly received customer's request and conduct the
technical service within their division. While the TSD facilitates the request then
forwards the work order to designated division such CED, EBD, FPD, MSD and
PTD. Each divisions have their own accreditation from different reputable
accrediting bodies. Processing of informalion are well defined on each process on
their accreditation documents.

. THRESHOLD ANALYSIS

Personal Information

Mame

Home Address

Business Address

Email Address

Telephone Mumber — Work
Telephone Mumber — Home

L L L L L

Cof=J| Ol Lh| ) Caf B3| ==

Age
Date of Birth




.

9 | Marital Status

Color, Race or Ethnic Origin

11 | Religion (Religious beliefs or affiliations)

12 | Education

13 | Photo

14 | Biometrics

15 | Political Association

16 | Philosophical Beliefs / Orientation

17 | Health

18 | Sexual Life / Preference / Practice

proceedings

18 | Offense committed or alleged to have been committed, the
disposal of such proceedings or the sentence of any court in such

20 | Issued by government agencies peculiar to an individual v
A. Company ID that may contains TIN, Voter's 1D, elc...

2115

established by an executive order or an act of

‘| Congress to be kept classified
22 | Others:
YiN / Comments
Will the project involve the collection of new | Y | Personal Information for
information about individuals? individuals and
profile for private and
government customers
Is the information about individuals fikely to Y | Confidentiality of Test
raise privacy concerns or expectations e.g. Results
health records, criminal records or other
information people would consider
| particularly private?
Will you be using information about N
individuals for a purpose it is not currently
used for, or in a way it Is nol currently used?
Will the initiative require you to contact ¥ | If requires verification of
individuals in ways which they may find testing results
infrusive?
Will information about individuals be Y | Accrediting body's
disclosed lo organizations or people who verification such as DT1,
have not previously had routine access to the DOE, FDA, elc...
| information?
Does the initiative involve you using new N
technology which might be perceived as
being privacy intrusive e.g. biometrics or
facial recognition?
Will the initiative result in you making Y | Possibility of unauthorized
decisions or taking action against individuals access of test resulis and
in ways which can have significant impact on customer profile
| them?
STAKEHOLDER ENGAGEMENT
Internal Stakeholders
| Internal Stakeholders i ___Engagement
| Finance Management Division | Processing of OP




Cashier [ADM______ [ Payment Processing

Management Information Attendance auto-generation, Payroll System
System Section of PMISD and database maintenance

Division's Staff such as Receiving and releasing of sample and
validator, RRU Staff, Laboratory | technical service report, validation, testing and
| Staff, calibration

External Stakeholders

_____External Stakeholders Engagement

Cuslomer Data Subjact

V. DATAPRIVACY ANALYSIS

Processing of ITDI Technical sérvices involves processing of customer's profile
including their representative’s personal information. Refer to corresponding 150

document of each division (TSD, NMD, 5TD)
V. PRIVACY IMPACT AMALYSIS

Transparency

Yes

Applicable

1. Are data subjects aware of the nature, purpose, and extent of
the processing of his or her personal data?

2. Are data subjects aware of the risks and safeguards invoived
__in the processing of his or her personal data?

3. Are dala subjects aware of his or her rights as a data subject
and how these can be exercised?
Below are the rights of the data subjects:

Right to ba informed

Right to object

Right to access

Right to correct

Right for erasure or blocking

Right to file a complaint

Right to damages

to data ility

[} i L ] ] i [ L] v

4. Is there a document available for public review that sets out
the policies for the management of personal data?

5. Are there steps in place to allow an individual to know what
personal data it holds about them and ils purpose of
collection, usage and disclosure?

6. Are the data subjects aware of the identity of the personal
information controller or. the organization / entity processing
their personal data?

7. Are the data subjects provided information about how to
|___contact the organization's Data Protection Officer (DPO)?

Legitimate Purpose

Yas

Applicable

1. Is the processing of personal data compatible with a declared
and specified purpose which are not contrary to law, morals, or
public policy?




2. |s the processing of personal data authorized by a specific law
|__or reguiation, or by the individual through express consent?

Proportionality

Yes

Applicable

1. Is the processing of personal data adequate, relevant, sultable,
necessary and not excessive in relation to a declared and

specified purpose?

2. Is the processing of personal data necessary to fulfill the
|__purpose of the processing and no other means are available?

Collection

Yes

Applicable

1. Is the collection of personal dala for a declared, specified and
itimate

2. |s individual consent secured prior to the collection and
processing of personal data?
If no, specify the reason

3. |s consent time-bound in relation to the declared, specified
and

4. Can consenl ba withdraam?

5. Are all the personal data collecied necessary for the program?

6. Are the personal data anonymized or de-identified?

7. Is the collection of personal data directly from the individual?

8. Is there authority for collecting personal data about the
individual from other sources?

9. Is it necessary to assign or collect a unique identifier to
individuals to enable your organization to carry out the
ram?

10. Is it necessary to collect a unique identifier of another
agency? Company ID

Use and Ellm;lnlun

Yes

Mot
Applicable

1. Will Personal data only be used or disclosed for the primary
purpose?

2_ Are the uses and disclosures of personal daia for a secondary
purpose authorized by law or the individual?

Data Quality

Yes

Not
Applicable

1. Please identify all steps taken to ensure that all data that is
collected, used or disclosed will be accurate, compiete and up
o date:

1.1 *Please identify all steps taken to ensure that all data
that is collected, used or disclosed will ba accurate,
complete and up to date:




1.2 *The system is regularly tested for accuracy

1.3 *Periodic reviews of the information

1.4 *A disposal schedule in place that deletes information
that is over the retention period

e N e

1.5 *Staff are trained in the use of the tools and receive
periadic

updates
1.6 "Reviews of audit trails are undertaken regularly

1.7 “Independant oversight

1.8 *Incidents are reviewed for lessons learnt and
systems / processes updated appropriately

Data Security

Yes

Mo

Mot
Applicable

1. Do you have appropriate and reasonable organizational,
physical and tlechnical security measures in place?
Organizational measures - refer to the system's environment,
particularly to the individuals carmying them out. Implementing
the organizational data protection policies aim to maintain the
availability, integrity, and confidentiality of personal data
agains! any accidental or unlawful processing (Le. access
control policy, employee training, surveillance, etc..) physical
measures — refers to policies and procedures shall be
implemented to monitor and limit access to and activities in the
room, workstation or facility, including guldelines that specify
the proper use of and access o electronic media (i.e. locks,
backup protection, workstation protection, eic.,) technical
measures - involves the technological aspect of security in
protecting personal information (i.e. encryption, dala center
policies, data transfer policies, eic.,)

Organizational Security

Yes

1. Have you appointed a data protaction officer or compliance
officer?

2. Are there any dala protection and security measure policies in
place?

3. Do you have an inventory of processing systems? Will you
include this

4. Are the users/siaffs that will process personal data through

this project/system under sirict confidentiality if the personal
data are not intended for public disclosure?

5. If the processing is delegated to a Personal Information
Processor, have you reviewed the contract with the personal
information processor?

Physical Security

Yos

1. mmwlﬂuwmﬂmmrﬂtﬂmﬂhum
access to this

2. Are the duties, ra-spnmh'iﬁm and schedule of the individuals

that will handle the personal data processing clearly defined?




3. Do you have an inventory of processing systems? Will you o
include this project/system?

Technical Security Yes | No Mot
1.Js&mawmﬁmmmmm& =
data

2. Do you have policies and procedures to restore the availability |
-3 andamtnp&mnn!ldmau&mmmddmihugggnn?
3. Do/Wil you regularly tes!, assess and evaluate the

effectiveness of the security measures of this project / system?

= 4. Are the personal data processed by this project/system
encrypted while in transit or at rest?

5. The program has taken reasonable steps to protect the
personal data it holds from misuse and loss and from
unauthorized modification or disclosure?

~

<.

6. If yes, which of the following has the program undertaken to g
data across the information lifecycle:
- E.1‘Iﬁmﬁfyi1gmdundumwdh‘rg__hhfmﬁnntjlm o
6.2 “Assessing and determining the value of the J
information
- 6.3 * ldenlifying the security risks to the information Vf
6.4 * Applying security measures to protect the information J
6.5 * Managing the information risks J
Disposal Yes | No Not
Applicable

| 1. The program will take reasonable steps to desiroy or de-identify |
personal data if it is no longer needed for any purpose.

If YES, please list the steps
- - Refer lo corresponding I1SO documents of NMD, TSD
and STD

3 VIi. PRIVACY RISK MANAGEMENT

Processing of request for technical services of customers may disclose their
- personal information. There is a high risk on exposing the electronic or hard copy o
all ITD! staff who will handle the request during the process.

—_ Ref # Threats / Vulnerability | Impact | Probability Risk Rating

R Rating | Type |
TS0 Personal data or

= demographics of

i customers can be used 3 3 8 High
in further projection and Risk
other specific personal

= PUrpose




Recommended Solution Justification
1.Password protected access on To limit the accessibility to authorized
computers used in processing and staff only
|__retrieving information =
2.Non-Disclosure Agreement to all staff | To ensure accountability and sense o
who are part of the process responsibility




PRIVACY IMPACT ASSESSMENT

GENERAL DESCRIPTION

Name of Organization | Industrial T Institute (ITDI
Name of Program, FOI Request and General Inquiry
Process, or Measura
Date

Novemnber 8, 2019
PIA Drafter Gennie A. Ordona i
Email gaordona@itdi.dost.gov.ph | Phone | 8372071 loc. 2275
Program Manager :

Email

[ Phone | 8372071 loc. 2275 |

1. Description of Program, Process or Measure Involving Personal Data

In compliance and support to Freedom of Information Bill, ITDI accommodate
requests on document access and general inquiry. To protect the information of
the requesting party and the information being requested, ITDI created the FOI and
DPA Hamonized Protocol in Disclosing ITDI Documents.

2. Scope of PIA and Related Privacy Impact Assessments

The Technological Services Division of ITDI handles the general inquiry and
memmmmmmmmmm
record keeper of the document being requested. Only the request form are being
kept and maintained by TSD.

THRESHOLD ANALYSIS

Personal Information

MName

Home Address

Business Address

Email Address

Telephone Number — VWork
Telephone Number — Home
Age

Date of Birth

Marital Status P
10 | Color, Race or Ethnic Origin

11 | Religion (Religious beliefs or affiliations)
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1.

18 mmwmmmmw.ﬂm : v
dﬁpoﬁﬂmnmﬂhmﬁmmwmmmm

20 | Issued by govemment agencies peculiar to an individual o
A._Company ID that may contains TIN, Voter's ID, efc. .

21 | Specifically established by an executive order or an act of J

22

Congress to be kept classified
Others:

Explanation / Comments

have not previously had routine access to the
information?

Will the project involve the collection of new Personal Information for
information about individuals? individuals and
profile for private and

= govemment customers
Is the information about individuals likely to Purpose of the request might
raise privacy concems or expectations e.g. be subject for further
health records, criminal records or other discussion
information people would consider

I

Will you be using information about
individuals for a purpose it is not currently
used for, orin a it is not used?
Will the initiative require you to contact If requires verification of
individuals in ways which they may find purpose
_h_'tlnﬂiva‘?
Wil information about individuals be
disclosed to organizations or people who

Does the initiative involve you using new

technology which might be perceived as
being privacy intrusive e.g. biometrics or
facial recognition?
Will the initiative result in Paossibility of unauthorized
decisions or taking action against individuals access of the file
in ways which can have significant impact on
them?
STAKEHOLDER ENGAGEMENT
Internal Stakeholders e
Internal Stakeholders Engagement
TSD _Facilitate the request s
Document Custodian Designated Record Keeper (Refer to FOI and
DPA Record Keeper 5.0.)
External Stakeholders
External Stakeholders Engagement
Customer Data Subject




IV. DATAPRIVACY ANALYSIS

Facilitating of ITDI customers general inquiry and FOI document request

involves processing of requester’s personal profile. TSD may requires the personal

- background and other information to validate the purpose of the request of the
customer.

2E! Process Document / Personal Data Doer
el
= ; Customer
i 2 and FOI
Filled out request form Receiving
- Officer
I
> bl
gy FOI Receiving
Filled out request form Officer

Filled up request form and proof | Designated
of payment copy Document

- All data being collected, used, shared and transferred are stored in digital and hardcopy
format. Accessibility of the sald documents will be subject to the FOI and DPA Harmonized
Protocol in disclosing ITDI documents. Deletion and disposal is based on the guidelines of the
e National Archives of the Philippines.



V. PRIVACY IMPACT ANALYSIS

Transparency

Yes

1. Are data subjects aware of the nature, purpose, and extent of
the processing of his or her personal data?

2, Are data subjects aware of the risks and safeguards involved
in the processing of his or her personal data?

3. Are data subjects aware of his or her rights as a data subject
and how these can be exercised?
Below are the rights of the data subjects:
- Right to be informed
- Right to object

ilaMHdnumm&hpublcmmmmm
the policies for the management of personal data?

5. Are there steps in place to allow an individual to know what
personal data it holds about them and its purpose of

collection, usage and disclosure?
6. Are the data subjects aware of the identity of the personal
Lﬂnmﬁnnmhﬂhmmamﬁﬂim!anﬁyprm.ﬁm
|__their personal data?

7. Are the data subjects provided information about how to
contact the organization's Data Protection Officer (DPO)?

Legitimate Purpose

Yes

1. Is the processing of personal data compatible with a declared
and specified purpose which are not contrary to law, morals, or
public policy?

2. |s the processing of personal data authorized by a specific law
or regulation, or by the individual through express consent?

Proportionality

Yasa

Mot
Applicable

1. Is the processing of personal data adequate, relevant, suitable,
necessary and not excessive in relation to a declared and

specified purpose?

2. Is the processing of personal data necessary to fulfill the
| purpose of the processing and no other means are available?

Collection

Yes

1. Is the collection of personal data for a declared, specified and
purpose’?

2. Is individual consent secured prior to the collection and
processing of personal data?




if no, specify the reason

3. Is consent time-bound in relation to the declared, specified
and legitimate purpose?

4. Can consent be withdrawn?

5. Are all the personal data collected necessary for the program?

I_E.Amﬂupamldahmwﬂmdurdu-idmﬂﬂud?

7. Is the collection of personal data directly from the individual?

8. Is there authority for collecting personal data about the
individual from other sources?

B.ls Enﬁmyhm@unﬂuﬂnunmmmm
individuals 1o enable your organization to carry out the
?.

10. Is it necessary to collect a unique identifier of another
agency? Company 1D

Use and Disclosure

Yas

Applicable

LWIIﬁ'maldatﬂuirhﬂumdurdhdmdfur_ﬁupﬂnm
purpose’?

2. Are the uses and disclosures of personal data for a secondary
purpose authorized by law or the individual?

Data Quality

Yeos

1. Please identify all steps taken to ensure that all data that is
collected, used or disclosed will ba accurate, complete and up
to date:

1.1 *Please identify all steps taken to ensure that all data
that is collected, used or disclosed will be accurate,
complete and up to date:

1.2 *The system is regularly tested for accuracy

1.3 *Perindic reviews of the informatian

1.4 *A disposal schedule in place that deletes information
that is over the retention period

13’-smifmm“dhm.unﬂimmmm

| &lala

Icu
1.8 "Reviews of audit trails are undertaken regularly

1.7 *independent oversight

1.8 *Incidents are reviewed for lessons leamt and
systems / processes updated appropriately

Data Security

Yes

1. Do you have approprialte and reasonable organizational,
physical and technical security measures in place?
Organizational measures - refer to the system's environment,

| particularly to the individuals carrying them out. Implementing




the organizational data protection policies aim to maintain the
availability, integrity, and confidentiality of personal data
against any accidental or unlawful processing (ie. access
control policy, employee fraining, surveillance, etc.,) physical
measures — refers to policies and procedures shall be
implemented to monitor and limit access to and aclivities in the
room, workstation or facility, including guidelines that specify
the proper use of and access to electronic media (l.e. locks,
backup protection, workstation protection, etc.,) technical
measures - involves the technological aspect of security in
protecting personal information (i.e. encryption, data center
policies, data transfer policies, elc. )

Organizational Security

Yes

1. Have you appointed a data protection gfficer or compliance
officer?

E.Aruﬂ'_?runrthhmmnmdmrﬂymmﬁduh

3. Do you have an inventory of processing systems? Will you
include this project/system?

4. Are the users/staffs that will process personal data through
mmﬂwﬁmummmwmwm
__data are not intended for

5. ifthe p HﬂwprmnghdﬁagmadmaFummﬂlnﬁmaﬂm
Processor, have you reviewed the contract with the personal

information processor?

Physical Security

Yes

1. Are there policies and procedures to monitor and limit the
access to this project/system?

2. Are the duties, responsibilities and schedule of the individuals
that will handle the personal data processing clearly defined?

3. Do you have an invenlory of processing systems? Wil you
include this project/system?

Technical Security

Yes

1. Is there a security policy with respect to the processing of
personal data?

z_mmmmﬁmmmummmm

a.mmmﬂmmmﬂmmwm
encrypted while in transit or at rest?

5. The program has taken reasonable steps to protect the
personal data it holds from misuse and loss and from
unauthorized access, modification or disclosure?

B. If yes, which of the following has the program undertaken to
protect personal data across the information lifecycle:




6.1 * Identifying and understanding information types

6.2 *Assessing and determining the value of the

information

6.3 * Identifying the securily risks ta the information

6.4 * Applying security measures to protect the information

6.5 * Managing the information risks

Disposal

Yes

1. The program will take reasonable steps to destroy or de-identify |
personal data if it is no longer needed for any purpose.

If YES, please list the steps

- Refer to the TSD ISO Documents on retention and

disposal procedure

VL.

PRIVACY RISK MANAGEMENT

Processing of request for general inquiry and FOI of customers may disclose
their personal information. There is a high risk on exposing it electronically or in hard
copy to all ITDI staff who will handle the request during its process.

Ref# Threats / Vulnerability | Impact | Probability Risk Rating
» Rating | Type
FOI-01 Personal data or

demographics of
customers can be used 3 3 g High
in further projection and Risk
other specific personal
purpose
Recommended Privacy Solutions
| Recommended Solution (N Justification
1.Password protected access on To limit the accessibility to authorized
compulers used in processing and staff only
information =&
2 Non-Disclosure Agreement to all staff | To ensure accountability and sense of
who are part of the process responsibility




ANNEX G — ITDI Quarterly and Yearly
Summary Log of Data Processing Activities



PAYROLL 5YSTEM USER LOG

USER CODE |DATE BEGIN DATEEND [TIME BEGIN  [TIME END
AGLR 2020-12-27 0 00:41:38]

AGLR 2021-01-04 0 07:53:55

AGLR 2021-01-04] 2021-01-04 07:58:39]  16:53:28
AGLR 2021-01-05 0 09:29:18

AGLR 2021-01-05 0 10:11:40|

AGLR 2021-01-05 0 15:34:59

AGLR 2021-01-05 0 15:40:37

AGLR 2021-01-05 0 19:32:12

AGLR 2021-01-05| 2021-01-05 19:49:35|  20:03:41
AGLR 2021-01-06| 2021-01-06] 09:46:50]  14:33:57
AGLR 2021-01-06 i 15:44:36

AGLR 2021-01-06| 2021-01-08] 19:32:05|  20:23:15
AGLR 2021-01-06] 2021-01-06 20:52:07]  20:59:10]
AGLR 2021-01-07 0 08:20:29

AGLR 2021-01-07| 2021-01-07 08:36:07 17:50:29|
AGLR 2021-01-08] 2021-01-08 11:33:22] 13:42:29]
AGLR 2021-01-08| 2021-01-08] 14:09:06]  16:25:42
JIMNL 2021-01-12] 2021-01-12 21:19:20] 21:19:23
JMNL 2021-01-12| 2021-01-12 21:19:27|  21:20:20
JIMNL 2021-01-12| 2021-01-12 21:28:24]  21:28:45
AGLR 2021-01-13] 2021-01-13 16:38:56]  19:34:05
AGLR 2021-01-14] 2021-01-14 20:01:14]  20:04:55
AGLR 2021-01-23] 2021-01-23 13:44:05|  13:44:40|
AGLR 2021-01-23 o 13:45:18

AGLR 2021-01-23| 2021-01-23 17:15:37|  19:38:29
AGLR 2021-01-23| 2021-01-23 19:38:41]  19:46:36
AGLR 2021-01-25| 2021-01-25 09:21:33]  13:11:58
JMNL 2021-01-27| 2021-01-27 08:57:48]  09:00:22
AGLR 2021-01-27| 2021-01-27 09:07:44]  09:08:02
JIMNL 2021-01-27 o 09:11:42

JMNL 2021-01-27| 2021-01-27 09:13:26]  09:14:23
AGLR 2021-01-27| 2021-01-27 10:47:59]  10:49:53
AGLR 2021-01-27| 2021-01-27 10:56:12 11:07:36
AGLR 2021-01-27| 2021-01-27 12:01:12]  12:02:15
JMNL 2021-01-27| 2021-01-27 13:57:28]  13:58:14
JIMNL 2021-01-27| 2021-01-27 13:59:09]  14:00:16
JMNL 2021-01-27| 2021-01-27 14:08:35|  14:10:00|
AGLR 2021-01-27 of 14:11:29

AGLR 2021-01-27 of 14:28:39

AGLR 2021-01-27 o| 14:31:00|

AGLR 2021-01-27 0| 14:31:21

AGLR 2021-01-27 ol 14:36:35

AGLR 2021-01-27| 2021-01-27 15:41:49]  17:12:44
AGLR 2021-01-28| 2021-01-28 08:31:16]  08:32:55
AGLR 2021-01-28 | 09:46:07

AGLR 2021-01-28| 2021-01-28 11:06:08]  16:03:09
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PAYROLL SYSTEM USER LOG

USER CODE |DATE BEGIN DATEEND |[TIMEBEGIN  |TIME END
AGLR 2021-01-28| 0 16:53:08

AGLR 2021-01-28 0 18:15:33

AGLR 2021-01-28| 2021-01-28 18:53:40  21:31:05
AGLR 2021-01-29] 2021-01-29) 10:38:22 10:39:08|
AGLR 2021-01-29| o 10:55:33

AGLR 2021-01-29] 2021-01-29| 11:31:38 13:40:44
AGLR 2021-01-29| o 14:07:07

AGLR 2021-01-29 0| 17:50:32

AGLR 2021-01-29 [i]| 18:25:11

AGLR 2021-01-29 ol 18:30:38

AGLR 2021-01-29 o| 19:45:50]

AGLR 2021-01-29| 2021-01-29 19:46:36 19:46:53
AGLR 2021-01-29| 2021-01-29 19:53:43 19:54:03
AGLR 2021-01-29| 2021-01-29 19:55:59]  20:03:24
AGLR 2021-01-31| 2021-01-31 10:29:43 17:56:36
AGLR 2021-02-01| 2021-02-01 09:36:48]  09:36:50
AGLR 2021-02-01| 2021-02-01 16:13:57 16:34:47
AGLR 2021-02-01| 2021-02-01 17:41:22 17:42:46
IMNL 2021-02-02| 2021-02-02 19:03:35 19:06:35
JMNL 2021-02-02| 2021-02-02 19:14:04 19:15:36
IMNL 2021-02-02| 2021-02-02 23:36:53]  23:37:19
AGLR 2021-02-03 0 16:28:35

AGLR 2021-02-03| 2021-02-03 16:31:17 17:00:57
AGLR 2021-02-04| 2021-02-04 08:56:25|  08:56:53
AGLR 2021-02-04| 2021-02-04 10:35:48 19:00:06
JMNL 2021-02-05| 2021-02-05 08:26:55|  08:27:32
AGLR 2021-02-08] 0 09:55:10

AGLR 2021-02-08 0 10:04:52

AGLR 2021-02-09] 2021-02-09| 08:08:03]  08:08:07
AGLR 2021-02-09] o 08:08:11

AGLR 2021-02-09| 2021-02-09| 09:00:10 10:28:22
AGLR 2021-02-09] 2021-02-09| 11:06:36 16:27:04
AGLR 2021-02-17| 2021-02-17 19:53:45 21:00:37
AGLR 2021-02-18| 2021-02-18 17:08:38 17:09:08
AGLR 2021-02-19] 2021-02-19| 09:54:00 10:09:59
AGLR 2021-02-19] 2021-02-19| 10:10:28 10:11:48
AGLR 2021-02-19 [i| 10:12:00

AGLR 2021-02-19 0| 10:28:03

AGLR 2021-02-19 0| 10:46:26

AGLR 2021-02-19| 2021-02-19 11:46:57 12:43:05
AGLR 2021-02-19] 2021-02-19| 12:54:21 12:55:56
AGLR 2021-02-19] 2021-02-19] 15:48:17|  15:56:22
AGLR 2021-02-22| 2021-02-22 10:49:04 10:49:43
AGLR 2021-02-22 0| 11:54:55|

AGLR 2021-02-23 0| 21:37:12

AGLR 2021-02-23| 2021-02-23 22:14:21]  22:20:16

20F5



PAYROLL S5YSTEM USER LOG

USER CODE |DATE BEGIN DATE END |TIME BEGIN  [TIME END
AGLR 2021-02-24| 2021-02-24 18:28:39 18:31:39
AGLR 2021-02-25 o 13:46:05

AGLR 2021-02-25| 2021-02-25 14:08:04 16:18:47
AGLR 2021-02-25 of 16:18:50

AGLR 2021-02-25 o] 16:24:27

AGLR 2021-02-25| 2021-02-25 19:28:50 20:28:56
AGLR 2021-02-25| 2021-02-25 20:39:05]  21:09:44
AGLR 2021-02-26 0 18:37:20|

AGLR 2021-02-26| 2021-02-26 19:56:47 19:59:15
AGLR 2021-02-26 0 19:59:26

AGLR 2021-02-26| 2021-02-26 20:57:12 21:11:36
AGLR 2021-03-01 0 10:27:09

AGLR 2021-03-01 0 13:28:59

AGLR 2021-03-01 o 14:15:53

AGLR 2021-03-01| 2021-03-01 15:03:44 17:07:26
AGLR 2021-03-01| 2021-03-01 17:08:04 17:47:16
IMNL 2021-03-02| 2021-03-02 09:32:05]  09:32:56
AGLR 2021-03-02| 2021-03-02 11:18:11 15:58:21
AGLR 2021-03-02 o| 16:33:17

AGLR 2021-03-02| 2021-03-02 17:49:49]  17:49:54
AGLR 2021-03-02| 2021-03-02 18:52:01 19:16:08
AGLR 2021-03-02| 2021-03-02 19:16:11 19:16:23
AGLR 2021-03-02| 2021-03-02 19:18:25]  20:29:07
AGLR 2021-03-03| 2021-03-03 08:42:11 08:42:14
AGLR 2021-03-15| 2021-03-15 13:18:31 13:23:43
AGLR 2021-03-22| 2021-03-22 11;26:39 11:27:51
AGLR 2021-03-22| 2021-03-22 17:05:28]  20:11:29
AGLR 2021-03-23] 2021-03-23 09:37:51 10:17:25
AGLR 2021-03-23| 2021-03-23 14:08:00]  14:08:46|
AGLR 2021-03-23| 2021-03-23 15:13:56 17:44:54
AGLR 2021-03-23| 2021-03-23 17:47:58 17:48:01
AGLR 2021-03-23| 2021-03-23 17:55:28 17:56:57
AGLR 2021-03-23| 2021-03-23 17:57:10 20:34:13
AGLR 2021-03-24 ol 09:58:36

AGLR 2021-03-24| 2021-03-24 10:34:10 10:36:44
AGLR 2021-03-24| 2021-03-24 10:36:47 17:41:22
AGLR 2021-03-24| 2021-03-24 17:41:27 19:50:09
AGLR 2021-03-25| 2021-03-25 11:26:12 11:44:42
AGLR 2021-03-25 0 13:09:25

AGLR 2021-03-25| 2021-03-25 13:41:53 19:16:50
AGLR 2021-03-26 i) 10:05:45

AGLR 2021-03-26 0 10:16:56

AGLR 2021-03-26 0 10:54:15

AGLR 2021-03-29) 0 08:35:42

AGLR 2021-03-29) 0 12:22:48

AGLR 2021-03-29) 0 12:24:37
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PAYROLL SYSTEM USER LOG

USER CODE |DATE BEGIN DATE END |[TIME BEGIN  |TIME END
AGLR 2021-03-29 0 13:21:44

AGLR 2021-03-29 ] 14:07:27

AGLR 2021-03-29 0 14:21:48

AGLR 2021-03-29) 0 14:29:40

AGLR 2021-03-29| 0 14:40:12

AGLR 2021-03-29| 0 14:46:05

AGLR 2021-03-29| 0 14:54:39

AGLR 2021-03-29| o 15:19:13

AGLR 2021-03-29] 2021-03-29| 16:14:55 16:21:09|
AGLR 2021-03-29| 2021-03-29| 21:58:55 22:02:26
AGLR 2021-03-29| 2021-03-29 22:06:00 22:07:39
AGLR 2021-03-30{ 2021-03-30] 08:05:53]  08:05:56
AGLR 2021-03-30| 2021-03-30| 08:53:19]  08:54:59
AGLR 2021-03-30| 2021-03-30| 08:56:02 08:56:36
AGLR 2021-03-30 ] 09:07:06

AGLR 2021-03-30 ] 09:27:14

AGLR 2021-03-30| 2021-03-30 09:51:32 11:32:47
AGLR 2021-03-30| 2021-03-30 11:33:09 12:57:06
AGLR 2021-03-30| 2021-03-30 12:57:26]  13:06:13
AGLR 2021-03-30| 2021-03-30 16:05:01 22:13:37
AGLR 2021-04-05] 2021-04-05 16:49:57 16:50:05
AGLR 2021-04-05| 2021-04-05 20:58:34 21:00:50|
AGLR 2021-04-07| 2021-04-07 10:51:15 10:51:42
AGLR 2021-04-07| 2021-04-07 16:53:22 16:53:29|
AGLR 2021-04-07| 2021-04-07 16:56:34 16:56:36
AGLR 2021-04-07| 2021-04-07 16:56:48 16:56:49
AGLR 2021-04-13| 2021-04-13 09:01:37|  09:02:40|
AGLR 2021-04-20 0| 14:04:48

AGLR 2021-04-21| 2021-04-21 10:43:41 10:44:20|
AGLR 2021-04-21 o] 10:44:33

AGLR 2021-04-21| 2021-04-21 10:46:28]  12:07:29
AGLR 2021-04-23| 2021-04-23 13:06:04 13:06:07
AGLR 2021-04-26| 2021-04-26 11:07:01 12:11:36
AGLR 2021-04-27 0 10:59:47

AGLR 2021-04-27 o 18:39:26

AGLR 2021-04-27 0 20:12:04

AGLR 2021-04-27 0 20:26:52

AGLR 2021-04-27 0 20:32:51

AGLR 2021-04-27| 2021-04-27 21:05:50|  21:41:54
AGLR 2021-04-28| 2021-04-28 13:07:57 23:42:49
AGLR 2021-04-29| 0 16:17:48

AGLR 2021-04-29| 0 16:54:25

AGLR 2021-04-29| 2021-04-29] 18:25:33 21:32:25
AGLR 2021-04-30] o] 07:48:16

AGLR 2021-04-30] 2021-04-30] 08:50:31]  09:10:04
AGLR 2021-04-30] o] 11:32:28
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PAYROLL SYSTEM USER LOG

USER CODE |DATE BEGIN DATE END |TIME BEGIN  |TIME END
AGLR 2021-04-30 0 11:47:19

AGLR 2021-04-30 0 17:25:37

AGLR 2021-04-30{ 2021-04-30 18:30:02 20:28:42
AGLR 2021-05-01| 2021-05-01 09:23:21 10:08:53
AGLR 2021-05-01] 2021-05-01 10:31:20]  10:32:08
AGLR 2021-05-01| 2021-05-01 11:54:38 11:54:53
AGLR 2021-05-01] 2021-05-01 12:13:15 16:40:17
AGLR 2021-05-01| 2021-05-01 16:46:39 17:06:13
AGLR 2021-05-04] 2021-05-04 15:27:01 15:46:10
AGLR 2021-05-05] 2021-05-05 08:57:00]  09:51:12
AGLR 2021-05-11| 2021-05-11 13:01:19 13:02:16
AGLR 2021-05-20| 2021-05-20 18:57:13 18:58:05
AGLR 2021-05-20] 2021-05-20 18:58:14 19:26:36
AGLR 2021-05-20| 2021-05-20 19:26:43 20:49:15
AGLR 2021-05-24 0 13:09:50

AGLR 2021-05-24 o 14:12:12

AGLR 2021-05-24 o] 14:34:04

AGLR 2021-05-24| 2021-05-24 14:35:29 14:47:14
AGLR 2021-05-24| 2021-05-24 14:47:23 14:51:20|
AGLR 2021-05-25| 2021-05-25 10:58:11 11:34:03
AGLR 2021-05-26| 2021-05-26 10:43:22 10:44:08
AGLR 2021-05-26| 2021-05-26 20:04:40 22:28:42
JMNL 2021-05-27| 2021-05-27 07:45:09 07:46:07
JIMNL 2021-05-27| 2021-05-27 07:46:34 07:49:24
AGLR 2021-05-27 o| 21:02:58

AGLR 2021-05-27| 2021-05-27 22:22:55 23:27:20|
AGLR 2021-05-28 o| 08:06:14

AGLR 2021-05-28| 2021-05-28 09:15:01 19:12:29
AGLR 2021-05-31| 2021-05-31 19:40:12 19:41:06
AGLR 2021-05-31| 2021-05-31 19:50:12 19:50:14
AGLR 2021-05-31| 2021-05-31 19:57:45 20:08:36
AGLR 2021-06-01| 2021-D6-01 19:52:53 19:52:56
AGLR 2021-06-02| 2021-06-02 16:17:53 21:08:37
AGLR 2021-06-03| 2021-06-03 16:06:27 16:08:35
AGLR 2021-06-03| 2021-06-03 16:10:48 16:11:17
AGLR 2021-06-03| 2021-06-03 16:42:01 16:42:47
AGLR 2021-06-04| 2021-06-04 17:37:05 17:37:26
AGLR 2021-06-07| 2021-06-07 16:47:50]  18:33:.40
AGLR 2021-06-08| 2021-06-08 19:16:45 19:31:03
AGLR 2021-06-11 ] 08:31:35

AGLR 2021-06-14| 2021-06-14 22:17:11 22:18:17
AGLR 2021-06-14 ] 22:18:30|

AGLR 2021-06-14| 2021-06-14 22:38:57 22:57:07
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ANNEX H - ITDI Quarterly and Yearly
Summary of FOI Disclosure of Documents
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ANNEX | — Non-Disclosure Agreement of
Employees Who Process and Access
Personal Data




mmwmm,mmm
Tal. Nog.: 8837-2071 1o 82 (DOST Trunilines)
Tedofax No.: BE37-3167 | B837-8150

wnanat Bl dost govph

Confidentiality Agreement

This agreement is made between Mr. JOSE IGNACIO M. VINARAO, COS Personnel and

Industrial Technology Development Institute (ITDI) effective on January 1, 2021 until
termination of contract with ITDI.

Mr. Vinarao will perform services for ITDI that may require ITDI to disclose confidential and
proprietary information to Mr. Vinarao. Confidential Information is an information and data of
any kind conceming any matters affecting or relating to ITDI and its employees, the operations
dﬂﬂl.mtmm.mm,m.ﬂuﬂwdﬂaﬂmrﬂm
known or available outside of the agency.

Accordingly, to protect the Confidential and proprietary Information that will be disclosed
during the contract period, Mr. Vinarao agrees as follows:

A. COS Personnel will hold the Confidential Information recsived from ITDI in strict
confidence and will exercise a reasonable degree of care to prevent disclosure to
others.

B. COS Personnel will not disclose or divulge either directly or indirectly the Confidential
Information to others unless first authorized to do so in writing by ITDI management.

C. COS Personnel will not reproduce the Confidential Information nor use this information
commercially or for any purpose other than the parformance of his/her duties for ITDI.

D. COS Personnel will, upon request or upon termination of his/her relationship with
ml,mmmmmmhmmm.m
and hardware, deliver to ITDI any drawings, notes, documents, equipment, and
materials received from ITDI or originating from contract with ITDI.

E. ITDI will have the sole right to determine the treatment of all inventions, writings,
ideas and discoveries received from COS Personnel during the period of contract
with ITDI, including the right to keep the same as a trade secret, to use and disclose
the same without prior patent applications, to file copyright registrations in its own
name, or to follow any other procedure as ITDI may deem appropriate.

F. ITDI reserves the right to take disciplinary action, up to and including termination, for
Mﬂmmmmﬂmmmﬁﬂmmm




Hq!.lﬁ:ﬁhﬁtﬁm
- Mﬂmmm
mmmmvmmm
ﬂﬁﬂﬁmmnmiGuuns-tmannuunnmmcm
Ted. Nos.: B837-2071 to 82 (DOST Trunklines)
Tolefax Mo B83T-3167 / BEAT-B150
Wiswitdl. dost.govph

COS Personnel represents and warrants that he or she is not under any pre-existing
nugmmmuijMMhhnﬂumm!hapnwhkrmcﬂuﬁsngmmnmmt

&umnghﬂnwaunﬁaaﬂﬁﬁmmEhwtwﬂampﬂmnnmmumnuandcnmﬁ&ru:ﬁﬁmaqmmmam
stated above.

December 28,2020
JW{WI& NARAQ LEOS Personnel Date
i :
EE r29
JOSE MARI B. uﬁ(fum.n / MIS Sup. SRS Date
Witness
?’V December 20,2020
GENNIE A. ORDONA | Sr. SRS ~ Date

_zadd N

RANTE L. CABGCOY Date




Republic of the Phiippines
Department of Science andg Technalogy
ﬂ mm' mﬁﬂmﬂm DEVELOPMENT INSTITUTE
Ganeral Santos Ave., Bieutan
Ted. Nos.: 8837-2071 10 82 (DOST i, bl
Talefax No.: B837-3167 / BA37-5150

Confidentiality Agreement

This agreement is made between Mr. Rante L. Cabucoy, COS Personnel and Industrial

Technology Development Institute (ITDI) effective on January 1, 2021 until termination of
contract with ITDI.

Mr. Cabucoy will perform services for ITDI that may require ITDI to disclose confidential and
proprietary information to Mr. Cabucoy. Confidential Information is an information and data of
awﬁﬂmﬂmym%wmhﬁqhmwhmm.ﬂmm
mm,mummm,MNMMﬂmmm
known or available outside of the agency.

Accordingly, to protect the Confidential and proprietary Information that will be disclosed
during the contract period, Mr. Cabucoy agrees as follows:

A. COS Personnel will hold the Confidential Information received from ITDI in strict

confidence and will exercise a reasonable degree of care to prevent disclosure to
others.

B. COS Personnel will not disclose or divulge either directly or indirectly the Confidential
Information to others unless first authorized to do so in writing by ITD! management.

C. COS Personnel will not reproduce the Confidential Information nor use this information
commercially or for any purpose other than the performance of his/her duties for ITDI.

D. COS menalwil,mmmqtmﬂurmnnhmimﬁmufhhﬂmrrﬂaﬁmwhbuﬂm
ITDI, will retumn passwords and other credentials in any information systems, network
and hardware, deliver to ITDI any drawings, notes, documents, equipment, and
materials receivad from ITDI or originating from contract with ITDI.

E. ITDI will have the sole right to determine the treatment of all inventions, writings,
ideas and discoveries received from COS Personnel during the period of contract
with ITDI, including the right to keep the same as a trade secret, to use and disclose
ﬂ'n&smm.ltprinrlpuhrﬂ applications, to file copyright registrations in its own
name, or to follow any other procedure as ITDI may deem appropriate.

F. ITDI reserves the right to take disciplinary action, up to and including termination, for
violations of this agreement in addition to pursuing civil or criminal penalties.

Memborship: ;*M " T“"“’t“f}h Daives ‘y [movation




www.ibcll dost. gov.ph
COS Personnel represents and warrants that

Toledax No.: BB37-3167 / 8537-6150

huurﬂmhnntmdaranypm—axinﬁng

obligations inconsistent with the provisions of this agreement.
Signing below signifies that the Employee agrees to the terms and conditions of the agreement

stated above |
MQM

RANTE L. r:AgUEﬁ?, COS Personnel

7-

JOSE MARI B. MANALO / MIS Sup. SRS

il

4

GENNIE A‘:;.IJHDGHA I Sr. SRS

=

JﬂEl:(iGHAEIﬂ . NA%

December 28,2020

Date

Date

[nspined Ly Technology, Daiven by lanovation




ANNEX J — National Archive of the
Philippines Memorandum Circular No. 001
s. 2014 - Guidelines on Records Recovery

and Disposal Measures




Voi. 110, No. 8

1278 OFFICIAL GAZETTE

National Archives of the Philippines

REPUDLIC OF THE PHILIFFINES
NATIONAL ARCHIVES OF THE
PHILIPPINES
PAMBANSANG SINUPAN NG PILIPINAS
NLP Buiiding, T.M. Kalaw Streot, Ermita,

Manis 1000
Tel Now. ﬂs.musﬂ-mmmmm
Websile wenw nd PhVE-munil
phinatarchiiiyahoa.com _
Mesorannus Cmcutar No. 001 5. 2014
To - ALL HEADS OF DEPARTMENTS,
AGEMNCIES AMD INS ALITIES

GOVERNMENT  FINANCIAL  IN-
STITUTIONS, CONSTITUTIONAL
OFFICES, LOCAL GOVERNMENT
UNITS, STATE/LOCAL COLLEGES
AND UNIVERSITIES, GOVERNMENT
HOSPITALS AND WATER DISTRICTS

Sunect . GUIDELINES oN RECORDS
RECOVERY AND  DISPOSAL
MEASURES

l. Background

This Memorandum Circular aims to
provide guidance to all govarnmenl
agencies on the proper procedures lo be
undertaken in the recovery stage afier a
disasier,

This Memorandum Circular is prepared
pummltn!rﬂdull.smﬂmulw
Acl No. 9470 which authorizes the National
Archivas of the Philippines (NAP) to
establish and implemant -wide
program on public records and archives
counter disaster planning: '

. Guidelinas

The following are the guidelines fo
facitilata sysiematic records recovery after
disaster

A. Only underiake work that will not
endanger human lives. Proceed only
whan everything is safe and sacured.

B. Check existing/remaining records

against the agency's inventory of
records;

&Wwﬁmﬂh&ﬁnﬂﬂ:ﬂh

racovery,

D. Ensure safe handling in the retrieval

of records, relocation dastination,
transporiation arrangamenls and
documentation

procadures;

F.H—ﬁruhfdunnnndmﬂlmy

from sunlight. Do not dry waler
records under the sun. UV
upﬁmnwnlﬂﬂwﬂmm

documants. If electricity is available,
use electric fans but don't point these
directly sl the records.

G. Carefully remove dirt and dust using

soft brush or other suitable instrument.
Do nol attempl to separale papers
which are stuck together.

H. Coordinate wilth NAP for technical

assistance on appropriate restoration.
Do not attempt to perform restoration
activitios on the records without first
consulting NAP. This may
unintentionaily do more damage to the
records.

|. Non-paper materials such as

photographic, magnelic and olher
electronic media require
techniques of restoration. Flease
coordinate with NAP for possible
rehabilitation measures.

J. Documentation including photography

ummmumh‘
raporting puUrposes.
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K. Records damages by water or other 4. If expediercy demands and upon

elements cen ba disposed of only
aftsr esevring Authority from NAP,

. Rule 13 of NAP Ganeral Circilar No.
2 states that disposal ol damaged
permanent pudlic records and
damaged public records that have not
yo' passed their prescribed retantion
periods shall be considered for
authorized disposal only upon
submissicn ‘o NAP of the fcliowing
requirements:

1. Officizl Report which contains
information of the nor-usability and
exlent of damage of records as
wel as causes of tha damage o
the public records; ohot2
documaniation and information 07
what other agancy records series
can the data or information of the
damagad public records be found,;

2. Recuest for Authurily o Cispose
of Records (NAP Fom No. 3) In
three {3) coples and properly filled-
oul with the specific records series,
period covered and volume of the
dm.pdpuhhmmdn.w
and signod by agescy officialz
concemed;

3, Certification that the said damaged
public records that are subject of
audit were post-audited and finally
seitted andlor the records involved
in a case or nvesigation wers
finally decided upon or sellled;
and,

the arder of the Execulive Director,
an oficial asgessmenl by a NAP
Reprasentative who shal conduct
an actual shysical inspaction and
evavLation of the damaged records
may be requested. A report of this
assessment may be eppended o
a reques: for an Authorty (o

Dispose.

M. Aricle V., Rue 14 of NAP Genaral
Ciroular No. 2 stipulates that a person
who, wilfully »r negligenly damages
a public recard or disposes of or
destroys a public record in violation
of the provisions of R.A. 8470 or
contravenes or fails to comply with
any nof sad Act and ils IRR
shall bs deemed lo have committed
ar offersa.

1l Directive

All heads of the depariments, agencles,
and Instrumentalities of the Malional
Governmen:, including GOCCs, GFls,
Constitutioral OFfices, LGUs, SUCs,
Govemment Hospitals and Water Disirics
aflected by earthquake and typhocn
Yolands are enjoited to implement the

stated hawin for ‘acords recovety
and proper dispossl of reconds.

This Memorandum Circular shall take
affect immeadiately.

Done, in the City of Manla, this 15th day
of January in the year of our Lord, Two
Thousand and Fowleen.

(Sgd.) Victomno Mara ManaLo
Executive Diretlo”



ANNEX K — Data Breach Response Team

R



Ropublic of the Phiippines
Daparimeant of Scence and Technology
INDUSTRIAL TECHNOLOGY DEVELOPMENT INSTITUTE
DOST Compound, General Sanins Ave., Biculan, Taguig City
Tol Mos.: BEIT-20T1 o 82 (DOST Trunkdines)

Tizkefeo: Mo BEIT-3167 § BEIT-6150

warai il dost g ph
June 11, 2021
ITDI Special Order No.: __ 095
Series of 2021

Subject: Creation of the Data Breach Response Team for Data Privacy Act of 2012

The Data Privacy Act (DPA) of 2012 is an act protecting individual personal
information in Iinformation and Communications Systems in the Government and in
the Private Secior. In compliance with the DPA Act of 2012, the Data Breach

Response Team is hereby created. The team shall be responsible for the following:

a. Management of security incidents and personal data breaches

b. Compliance by the personal information controller or personal information
processor with the relevant provisions of the Act, its IRR, and all related
issuances by the Commission on personal data breach management.

Duties and Responsibilities of each member are as follows:

GROUP DUTIES AND RESPONSIBILITIES/ TERMS
OF REFERENCE
 Decision Maker: Dr. Annabefie V. = Decision Maker in times of data breach
Briones occurmance
Alternate Decision Maker: Dr. » Has overall administrator level access
Zorayda V. Ang on the organizational data
Date Protection Officer (DPO) - = Personal Information Controller
Head: Jose Mari B. Manalo = Reviews and provides brief evaluation
Alternate DPO — Head: Gennie A. report on the document request
Ordofia = Has overall administrator level access
on the organizational data
s« [nvestigates incidents in times of
sacurity breach
Data Processor. HR Team, [TDI = Collects processes, keeps, and
Technical Services Validators, FOI maintains document with personal
Receiving Officers information
= Provides necessary information to DPO
in times of data breach incidents
This order shall take effect immediately and shall remain in force until revoked by
proper authority.

Ami&:;:{mmes,mn.

Director
lspintd by Technology, Daiven by lomovation
Membership:

mwmuwnm-wmmmqmmmmmﬂmn
Asan Nano Forum (ANF] | Asia-Pacific Food Analysis Metwork (APFAN] | Asia Packaging Matwork {APN] | Asia Pacific Logal Metrology Fonam
{APLMF) | Asin Pacific Metrology Programme (APMP) | Ganersl Conforence on Weights and Messures (CGPM) | BSTA Globl and Asin Pacic |
Intamational Azsociation of Pockagng Fesearch Inssiuies (LAPFRT)




ANNEX L — DPA Inquiries and Complaints
Form



DATA PRIVACY ACT COMPLAINT FORM

Kindly submit compieted form to itdi@itd! dost.qov.ph or by moil or drop by at Office of the Deputy
Director, Metrology Building, DOST Compound, Gen, Santos Ave., Bicutan, Taguig City, Philippines

MName
Company
lob Title
Address
Contact No. | Email Address |
Complaint Description:

Action Taken (To be filled up by ITDI DPA Breach Team)

Formal Breach Investigation Required? Division / Section Involved:
Incident Report Completed? Disciplinary Measure Invoke?
Date Written Response Sent? Data Privacy Officer:

Other Comments:

Signature: Date:

Attached Necessary Documents / Report During investigation




ANNEX M - Process Flow of Filing Inquiries
and Complaints Form



Process of filing DPA Inquiries and Complaints

Data Breach Team

Data Breach Team

Data Breach Team

Data Breach Team &
Concern Division /
Section / Staff

Data Breach Team



